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Q1: What unit did Von Neumann propose for 
performing arithmetic and logical operations in 
a computer? 


A. Arithmetic Logic Unit (ALU) 
B. Control Unit 

C. Input/Output Unit 

D. Memory Unit 


Answer: A. Arithmetic Logic Unit (ALU) 
Explanation: Von Neumann proposed the 
Arithmetic Logic Unit (ALU) as the component 
responsible for performing arithmetic and logical 
operations on data in a computer. 


Q2: What is the process of connecting various 
logic components to produce the desired output 
called? 


A. Hardwired 

B. Software 

C. Dynamic Linking 

D. Modular Programming 


Answer: A. Hardwired 

Explanation: The process of connecting various 
logic components in a way that they produce the 
desired output is termed as Hardwired. 


Q3: What role does the control unit play in a 
computer system? 


A. It interprets instructions and produces control 
signals 

B. It stores data 

C. It performs arithmetic and logical operations 
D. It handles input and output operations 


Answer: A. It interprets instructions and 
produces control signals 

Explanation: The control unit is responsible for 
interpreting program instructions and generating 
the control signals needed for operations. 


Q4: What is the main responsibility of the 
input module in a computer? 


A. To convert external data into signals 
recognizable by the system 


B. To store data and instructions 
C. To execute program instructions 
D. To perform logical operations 


Answer: A. To convert external data into 
signals recognizable by the system 
Explanation: The input module's primary 
responsibility is to convert external data into a 
form that the computer system can recognize and 
process. 


Q5: How is the memory unit organized in a 
computer system? 


A. As a group of memory cells or locations with 
unique addresses 

B. As a single large storage area without divisions 
C. As a collection of random data points 

D. As an external storage device 


Answer: A. As a group of memory cells or 
locations with unique addresses 

Explanation: The memory unit is organized into 
memory cells or locations, each with a unique 
address, allowing for independent access and 
retrieval of data. 


Q6: What is the measure of memory capacity 
in a computer? 


A. Kilo Bytes (KB) and Mega Bytes (MB) 
B. Gigahertz (GHz) 

C. Pixels 

D. Megabits (Mb) 


Answer: A. Kilo Bytes (KB) and Mega Bytes 
(MB) 

Explanation: Memory capacity in computers is 
measured in Kilo Bytes (KB) and Mega Bytes 
(MB), indicating the amount of data that can be 
stored. 


Q7: What are the four major components of a 
computer as mentioned in the text? 


A. Input units, Central Processing Unit, Memory, 
Output units 
B. Hardware, Software, Firmware, Peripherals 
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C. ALU, Control Unit, Registers, Cache 
D. Monitor, Keyboard, Mouse, Printer 


Answer: A. Input units, Central Processing 
Unit, Memory, Output units 

Explanation: The four major components of a 
computer include Input units, the Central 
Processing Unit (which contains the Control Unit, 
ALU, and Memory), and Output units. 


Q8: What does the Central Processing Unit 
(CPU) of a computer do? 


A. It controls all computer operations, processes 
information, and computes results 

B. It only stores data 

C. It handles only input and output operations 
D. It solely manages the network connections 


Answer: A. It controls all computer operations, 
processes information, and computes results 
Explanation: The CPU, often referred to as the 
"brain" of the computer, controls all operations, 
processes information, and computes results. 


Q9: What is primary memory in a computer 
also known as? 


A. Integrated Circuits or Chips 
B. Cache Memory 

C. Hard Disk 

D. Secondary Storage 


Answer: A. Integrated Circuits or Chips 
Explanation: Primary memory, where data and 
instructions are stored, is made up of Integrated 
Circuits or Chips, which are silicon-based 
electronic components. 


Q10: What is the primary function of a 
computer monitor? 


A. It displays input on a screen as an output 
device 

B. It stores data for later use 

C. It processes information and computes results 
D. It inputs data into the computer 


Answer: A. It displays input on a screen as an 
output device 


Explanation: The computer monitor is an output 
device that displays the input visually on a screen, 
similar to a television monitor. 


Q11: What happens when a computer needs to 
display something on the monitor? 


A. It calculates how to change the color and 
brightness of pixels 

B. It saves the data to a hard drive 

C. It sends the data to the printer 

D. It processes the data in the CPU 


Answer: A. It calculates how to change the 
color and brightness of pixels 

Explanation: When displaying something, the 
computer calculates how to change the color and 
brightness of different pixels and updates the 
video memory accordingly. 


Q12: What is the main advantage of LCD 
monitors over CRT monitors? 


A. Thinner size and lower electricity usage 

B. Higher pixel density and better sound quality 
C. Faster processing speed and increased storage 
capacity 

D. Greater compatibility with older systems 


Answer: A. Thinner size and lower electricity 
usage 

Explanation: LCD monitors are preferred over 
CRT monitors because they are thinner and 
consume less electricity. 


Q13: What is the function of a mouse in a 
computer system? 


A. It is a pointing input device that controls the 
cursor movement on the screen 

B. It stores data and instructions 

C. It processes information 

D. It displays output on the monitor 


Answer: A. It is a pointing input device that 
controls the cursor movement on the screen 
Explanation: The mouse is a pointing input 
device that allows users to control the movement 
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of the cursor on the screen and execute commands 
using point & click or click & drag techniques. 


Q14: What does the term "click" refer to when 
using a mouse? 


A. Pressing the left mouse button 

B. Moving the cursor to a new location 
C. Scrolling up and down on a page 

D. Dragging an icon across the screen 


Answer: A. Pressing the left mouse button 
Explanation: "Clicking" refers to pressing the left 
mouse button to execute a command or select an 
item. 


Q15: What type of input device is a barcode 
reader? 


A.A device for reading printed barcodes 

B. A device for displaying text and images 
C. A device for storing large amounts of data 
D. A device for printing documents 


Answer: A. A device for reading printed 
barcodes 

Explanation: A barcode reader is an input device 
specifically designed for reading printed barcodes, 
commonly found on products. 


Q16: How do inkjet printers produce images on 
paper? 


A. By squirting tiny drops of ink onto paper to 
form dots 

B. By burning images onto paper using lasers 
C. By pressing dots into the paper with needles 
D. By spraying toner onto paper using a drum 


Answer: A. By squirting tiny drops of ink onto 
paper to form dots 

Explanation: Inkjet printers work by squirting 
tiny drops of ink onto paper to form dots that 
combine to create the desired image. 


Q17: What are the main components of a 
barcode reader? 


A. Light source, lens, and light sensor 

B. Microprocessor, memory, and hard drive 
C. Keyboard, monitor, and mouse 

D. Printer, scanner, and copier 


Answer: A. Light source, lens, and light sensor 
Explanation: A barcode reader consists of a light 
source, a lens, and a light sensor that interprets 
optical impulses into electrical signals. It also 
contains decoder circuitry that analyzes the 
barcode's image data and sends the content to the 
scanner's output port. 


Q18: What is the function of the decoder 
circuitry in a barcode reader? 


A. To analyze the barcode’s image data and send 
the content to the output port 

B. To store large amounts of barcode data for later 
use 

C. To print the barcode on a label 

D. To connect the barcode reader to the internet 


Answer: A. To analyze the barcode’s image 
data and send the content to the output port 
Explanation: The decoder circuitry in a barcode 
reader analyzes the image data provided by the 
sensor and sends the decoded barcode content to 
the scanner’s output port. 


Q19: How are barcode readers classified? 


A. Based on the scanning methods 
B. Based on the barcode color 

C. Based on the scanner's size 

D. Based on the barcode's shape 


Answer: A. Based on the scanning methods 
Explanation: Barcode readers can be classified 
based on the scanning methods used, such as pen 
readers and laser scanners. 


Q20: What is a key characteristic of a pen 
reader? 


A. The operator must swipe the pen over the 
barcode 
B. It uses a laser beam as the light source 
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C. It uses an LED array to scan the barcode 
D. It prints barcodes on products 


Answer: A. The operator must swipe the pen 
over the barcode 

Explanation: A pen reader requires the operator 
to swipe the pen over the barcode to read it. The 
pen reader consists of a light source and a 
photodiode that work together to interpret the 
barcode. 


Q21: What does the photodiode in a pen reader 
measure? 


A. The intensity of light reflected from the 
barcode 

B. The color of the barcode 

C. The size of the barcode 

D. The temperature of the barcode 


Answer: A. The intensity of light reflected from 
the barcode 

Explanation: The photodiode in a pen reader 
measures the intensity of the light reflected back 
from the barcode's light source. This information 
is used to produce a waveform that represents the 
bar and space pattern in the barcode. 


Q22: How do laser scanners differ from pen 
readers? 


A. They use a laser beam as the light source 

B. They require manual swiping over the barcode 
C. They are only used for specific barcodes 

D. They have no moving parts 


Answer: A. They use a laser beam as the light 
source 

Explanation: Laser scanners work similarly to 
pen readers, but they use a laser beam as the light 
source, often scanning the barcode using a 
reciprocating mirror or rotating prism. 


Q23: What type of barcode reader is also 
known as an LED scanner? 


A. Charge Coupled Device (CCD) readers 
B. Pen readers 


C. Laser scanners 
D. Optical character readers 


Answer: A. Charge Coupled Device (CCD) 
readers 

Explanation: Charge Coupled Device (CCD) 
readers, also known as LED scanners, use an array 
of hundreds of tiny light sensors lined up in a row 
in the head of the reader. 


Q24: What is the key difference between a LED 
reader and pen or laser scanners? 


A. LED readers measure emitted ambient light 
from the barcode 

B. LED readers are more accurate than laser 
scanners 

C. LED readers require manual swiping 

D. LED readers use a laser beam for scanning 


Answer: A. LED readers measure emitted 
ambient light from the barcode 

Explanation: The important difference between a 
LED reader and a pen or laser scanner is that the 
LED reader measures emitted ambient light from 
the barcode, whereas pen or laser scanners 
measure reflected light of a specific frequency 
originating from the scanner itself. 


Q25: What type of barcode reader is known as 
the newest type currently available? 


A. Pen readers 

B. Laser scanners 

C. Camera-based readers 
D. CCD readers 


Answer: C. Camera-based readers 
Explanation: Camera-based readers, also known 
as two-dimensional imaging scanners, are the 
newest types of barcode readers currently 
available. 


Q26: What does a modem do in a computer 
system? 


A. Converts digital information to analog waves 
and vice versa 
B. Transmits video signals over telephone lines 
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C. Increases the computer’s memory capacity 
D. Scans barcodes and reads them 


Answer: A. Converts digital information to 
analog waves and vice versa 

Explanation: A modem enables a computer to 
transmit data over telephone or cable lines by 
converting digital information into analog waves 
for transmission and converting it back into digital 
form upon receipt. 


Q27: What are the two forms of modems? 


A. Internal and External 
B. Wireless and Wired 
C. Portable and Fixed 
D. Analog and Digital 


Answer: A. Internal and External 
Explanation: Modems come in two forms: 
Internal modems, which are PCI cards that can be 
connected inside the computer, and External 
modems, which are kept outside the computer and 
connected via USB or Serial Port. 


Q28: What is RFID architecture based on? 


A. A small area client-server network using radio 
frequencies 

B. A wide area network for satellite 
communication 

C. A fiber optic network for high-speed data 
transfer 

D. An analog signal network for telephone 
communication 


Answer: A. A small area client-server network 
using radio frequencies 

Explanation: RFID architecture works like a 
small area client-server network based on radio 
frequencies for communication between the client 
(RFID Tag) and the server (RFID antenna or 
receiver). 


Q29: What are the main components of an 
RFID system? 


A. RFID Client Tag and RFID Server 
B. Barcode and Scanner 

C. USB Port and Serial Port 

D. LED Reader and Camera 


Answer: A. RFID Client Tag and RFID Server 
Explanation: An RFID system consists of two 
main components: the RFID Client Tag, which is 
attached to an object for identification and 
tracking, and the RFID Server or antenna, which 
communicates with the tag using radio waves. 


Q30: What is the purpose of an RFID tag? 


A. To identify and track objects using radio waves 
B. To transmit video signals over long distances 
C. To measure the intensity of light 

D. To convert digital data into analog signals 


Answer: A. To identify and track objects using 
radio waves 

Explanation: An RFID tag is used to identify and 
track objects by using radio waves. It contains an 
integrated circuit that stores and processes 
information and communicates with the RFID 
server. 


Q31: What is the primary function of an active 
RFID tag? 


A. To transmit signals autonomously using a 
battery 

B. To require an external source to provoke signal 
transmission 

C. To provide a higher read range without a 
battery 

D. To store and process information without signal 
transmission 


Answer: A. To transmit signals autonomously 
using a battery 

Explanation: Active RFID tags contain a battery 
and can transmit signals autonomously without 
needing an external power source. 


Q32: How do passive RFID tags differ from 
active RFID tags? 


A. Passive RFID tags have no battery and require 
an external source to provoke signal transmission 
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B. Passive RFID tags can transmit signals 
autonomously with a battery 

C. Passive RFID tags have a higher forward link 
capability 

D. Passive RFID tags are more suitable for long- 
range communication 


Answer: A. Passive RFID tags have no battery 
and require an external source to provoke 
signal transmission 

Explanation: Passive RFID tags do not have a 
battery and rely on an external source to trigger 
signal transmission. 


Q33: What distinguishes Battery Assisted 
Passive (BAP) RFID tags from other types? 


A. They require an external source to wake up but 
have higher forward link capability 

B. They have a battery and can transmit signals 
autonomously 

C. They have no battery and require external 
power for signal transmission 

D. They are used exclusively in library 
applications 


Answer: A. They require an external source to 
wake up but have higher forward link 
capability 

Explanation: Battery Assisted Passive (BAP) 
RFID tags need an external source to activate but 
have higher forward link capability, providing a 
greater read range. 


Q34: How is RFID technology implemented in 
libraries? 


A. By replacing conventional barcodes with RFID 
tags 

B. By using RFID to enhance online database 
access 

C. By replacing traditional library cards with 
RFID-enabled devices 

D. By using RFID tags only for security purposes 


Answer: A. By replacing conventional barcodes 
with RFID tags 

Explanation: RFID technology is used in 
libraries to replace conventional barcodes on 


library items, facilitating easier inventory 
management and enhancing security. 


Q35: What information can an RFID tag ina 
library typically contain? 


A. Book title, author’s name, publication year, 
publisher name, book type 

B. Only the book’s title and author 

C. Only the publication year and publisher name 
D. Only membership card details 


Answer: A. Book title, author’s name, 
publication year, publisher name, book type 
Explanation: An RFID tag used in a library can 
contain various identifying information, such as a 
book’s title, author’s name, publication year, 
publisher name, and book type. 


Q36: What is the primary purpose of the CPU 
in a computer system? 


A. To act as the control center for computations 
and execute instructions 

B. To display images on the monitor 

C. To store data in memory chips 

D. To manage external devices like printers and 
scanners 


Answer: A. To act as the control center for 
computations and execute instructions 
Explanation: The CPU is the computer’s control 
center, responsible for performing computations 
and executing instructions from software. 


Q37: How is the speed of a CPU measured? 


A. In Megahertz (MHz) and Gigahertz (GHz) 
B. In Bytes and Kilobytes 

C. In Pixels and Resolution 

D. In Amperes and Volts 


Answer: A. In Megahertz (MHz) and 
Gigahertz (GHz) 

Explanation: The speed at which the CPU 
processes information is measured in Megahertz 
(MHz) and Gigahertz (GHz), where 1 GHz equals 


1,000 MHz. 
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Q38: How does a higher MHz or GHz affect a 
computer’s performance? 


A. It enhances the ability to run applications such 
as creative, entertainment, communication, and 
productivity software 

B. It reduces the power consumption of the CPU 
C. It decreases the overall storage capacity of the 
computer 

D. It limits the number of connected peripheral 
devices 


Answer: A. It enhances the ability to run 
applications such as creative, entertainment, 
communication, and productivity software 
Explanation: Generally, processors with higher 
MHz or GHz improve the computer's ability to 
efficiently run various applications, including 
creative, entertainment, communication, and 
productivity software. 


Q39: What is the primary function of the 
Power Supply Unit (PSU) in a PC? 


A. To supply power to the motherboard and other 
components by converting power from the wall 
socket 

B. To store data temporarily while the computer is 
on 

C. To provide long-term data storage 

D. To display visual output on the monitor 


Answer: A. To supply power to the 
motherboard and other components by 
converting power from the wall socket 
Explanation: The Power Supply Unit (PSU) 
converts the power from the wall socket into 
usable voltages (+3.3v, +5v, and +12v DC) and 
supplies power to the motherboard and other 
components. 


Q40: How does ROM (Read Only Memory) 
differ from RAM (Random Access Memory)? 


A. ROM retains data even when power is turned 
off, whereas RAM loses data when power is lost 
B. RAM retains data even when power is turned 
off, whereas ROM loses data when power is lost 
C. ROM is used for temporary data storage, 


whereas RAM is used for permanent data storage 
D. ROM is faster in accessing data compared to 
RAM 


Answer: A. ROM retains data even when 
power is turned off, whereas RAM loses data 
when power is lost 

Explanation: ROM retains data permanently even 
when the power is off, whereas RAM only holds 
data temporarily while the computer is on. 


Q41: What is the main use of RAM (Random 
Access Memory) in a computer? 


A. To provide temporary storage for data that can 
be quickly accessed while the computer is on 

B. To permanently store system firmware and 
BIOS information 

C. To convert power from the wall socket into 
usable voltages 

D. To provide long-term data storage in a 
computer 


Answer: A. To provide temporary storage for 
data that can be quickly accessed while the 
computer is on 

Explanation: RAM is used for temporary storage 
of data that the CPU needs to access quickly while 
the computer is on. 


Q42: What is the difference between primary 
memory and secondary memory in a 
computer? 


A. Primary memory includes RAM and ROM 
used for processing data, whereas secondary 
memory includes devices like floppy disks and 
hard disks used for long-term storage 

B. Primary memory is used for long-term storage, 
whereas secondary memory is used for temporary 
data storage 

C. Primary memory is removable, whereas 
secondary memory is fixed inside the computer 
D. Primary memory stores data magnetically, 
whereas secondary memory uses electronic 
storage 


Answer: A. Primary memory includes RAM 
and ROM used for processing data, whereas 
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secondary memory includes devices like floppy 
disks and hard disks used for long-term storage 
Explanation: Primary memory (RAM and ROM) 
is used for processing data, while secondary 
memory (like floppy disks and hard disks) is used 
for long-term storage. 


Q43: What is the main characteristic of a hard 
disk in a computer system? 


A. It is a large-size, fixed storage device that 
provides fast access to several gigabytes of 
information 

B. It is a small, removable disk with a storage 
capacity of 1.44 MB 

C. It stores data magnetically and is used for 
backup purposes 

D. It provides temporary storage and is removable 
for data transfer 


Answer: A. It is a large-size, fixed storage 
device that provides fast access to several 
gigabytes of information 

Explanation: Hard disks are large, fixed storage 
devices providing fast access to data, with 
capacity measured in gigabytes. 


Q44: What is the storage capacity and 
characteristic of a floppy disk? 


A. It is a removable disk with a storage capacity 
of 1.44 MB and uses magnetic storage 

B. It is a fixed disk with a storage capacity of 
several gigabytes and uses electronic storage 

C. It is a removable disk with a storage capacity 
of 100 - 250 MB and uses optical storage 

D. It is a fixed disk with a storage capacity of 10 
GB and uses magnetic storage 


Answer: A. It is a removable disk with a 
storage capacity of 1.44 MB and uses magnetic 
storage 

Explanation: Floppy disks are removable and 
store data magnetically with a capacity of 1.44 
MB. 


Q45: What is the storage capacity of a Zip disk 
and how is it used? 


A. It stores 100 - 250 MB of data and requires a 
special removable disk drive for reading and 
writing 

B. It stores 1.44 MB of data and is used for 
backup purposes 

C. It stores several gigabytes of data and is fixed 
inside the computer 

D. It stores data using optical technology and is 
not removable 


Answer: A. It stores 100 - 250 MB of data and 
requires a special removable disk drive for 
reading and writing 

Explanation: Zip disks can store 100 - 250 MB 
of data and need a special removable disk drive to 
read and write data. 


Q46: What is the primary use of cartridge 
tapes in data storage? 


A. To provide high-speed backup and retrieval of 
data 

B. To store and backup data sequentially with 
large storage capacities 

C. To write, rewrite, and record data 

D. To store multimedia content and full-length 
movies 


Answer: B. To store and backup data 
sequentially with large storage capacities 
Explanation: Cartridge tapes are used for data 
storage and backup, offering large storage 
capacities but slower access times due to their 
sequential storage method. 


Q47: How does a CD-ROM differ from a 
Read/Write CD-ROM? 


A. CD-ROMs can only be read, while Read/Write 
CD-ROMs can write, rewrite, and record data 

B. CD-ROMs can write data, while Read/Write 
CD-ROMs can only read data 

C. CD-ROMs have higher storage capacities than 
Read/Write CD-ROMs 

D. CD-ROMs are used for storing multimedia 
content, while Read/Write CD-ROMs are used for 


backups 
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Answer: A. CD-ROMs can only be read, while 
Read/Write CD-ROMs can write, rewrite, and 
record data 

Explanation: CD-ROMs are read-only, while 
Read/Write CD-ROMs (CD-R/RW) can write, 
rewrite, and record data, with CD-R disks being 
read by most drives and CD-RWs only being 
readable by compatible drives. 


Q48: What is the primary advantage of using a 
Digital Video Disc (DVD) over a CD-ROM? 


A. DVDs can store greater amounts of data 
compared to CD-ROMs 

B. DVDs are read-only and cannot be used for 
recording data 

C. DVDs are used for sequential data storage 
D. DVDs do not require a drive to be read 


Answer: A. DVDs can store greater amounts of 
data compared to CD-ROMs 

Explanation: DVDs offer greater data storage 
capacity compared to CD-ROMs and are often 
used for storing large multimedia content. 


Q49: What are the key features of a USB/Flash 
Drive? 


A. It is a portable storage device that uses flash 
memory, is lightweight, and does not require 
external power 

B. It is a large, fixed storage device that provides 
high-speed data access 

C. It is a read-only device with large storage 
capacity and slow data retrieval 

D. It is used primarily for sequential data storage 
with a high data retrieval rate 


Answer: A. It is a portable storage device that 

uses flash memory, is lightweight, and does not 
require external power 

Explanation: USB/Flash drives are portable, use 

flash memory, are lightweight, and do not require 
external power, making them versatile and easy to 
use. 


Q50: What storage capacities are commonly 
available for USB/Flash drives? 


A. Ranging from 1GB to 32GB 

B. Ranging from 500MB to 1GB 
C. Ranging from 50GB to 256GB 
D. Ranging from 100MB to SOOMB 


Answer: A. Ranging from 1GB to 32GB 
Explanation: USB/Flash drives commonly come 
in capacities ranging from 1GB to 32GB, 
accommodating various data storage needs. 


Q51: What is the primary function of an 
operating system in a computer system? 


A. To manage hardware components and provide 
an interactive interface for users 

B. To store data permanently on the hard drive 
C. To increase the physical speed of the 
computer's hardware 

D. To replace the need for hardware components 


Answer: A. To manage hardware components 
and provide an interactive interface for users 
Explanation: An operating system manages 
hardware components and provides a user 
interface to interact with the computer, enabling 
control of hardware devices. 


Q52: What are some common features of 
Linux-based operating systems? 


A. Low Cost/Free, Stability, Performance, 
Networking, Flexibility, Compatibility, Fast and 
Easy Installation, Better use of Hard Disk, 
Multitasking, Open Source 

B. High Cost, Instability, Low Performance, 
Limited Networking, Fixed Functionality, Limited 
Compatibility, Complicated Installation, Poor 
Hard Disk Use, Single-tasking, Proprietary Code 
C. Expensive Licensing, Limited User Support, 
High Performance on a Single User Basis, 
Difficult Installation Process, Proprietary 
Software 

D. Slow Performance, High Reboot 
Requirements, Limited Network Functions, Fixed 
Hardware Requirements, Proprietary Operating 
System 
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Answer: A. Low Cost/Free, Stability, 
Performance, Networking, Flexibility, 
Compatibility, Fast and Easy Installation, 
Better use of Hard Disk, Multitasking, Open 
Source 

Explanation: Linux-based operating systems are 
known for being low-cost or free, stable, high- 
performing, and flexible, among other features. 


Q53: What makes Linux a popular choice for 
servers and high-performance applications? 


A. Its low cost, stability, high performance, and 
strong network support 

B. Its high cost and limited network capabilities 
C. Its exclusive use of proprietary software 

D. Its requirement for frequent reboots to maintain 
performance 


Answer: A. Its low cost, stability, high 
performance, and strong network support 
Explanation: Linux is popular for servers and 
high-performance applications due to its low cost, 
stability, high performance, and strong network 
support. 


Q54: How does Linux handle installation 
compared to some other operating systems? 


A. Linux distributions offer user-friendly 
installation processes 

B. Linux requires complex installation procedures 
with extensive manual configuration 

C. Linux installations are slow and require 
frequent user intervention 

D. Linux installations are restricted to only 
specific hardware types 


Answer: A. Linux distributions offer user- 
friendly installation processes 

Explanation: Linux distributions are designed to 
be user-friendly and provide an easy installation 
process. 


Q55: What is a significant benefit of Linux 
being an open-source operating system? 


A. Users can access and modify the source code to 
develop their own version of the operating system 
B. Users must pay for access to the source code 
C. The source code is not available to the public 
D. Users are limited to using only pre-approved 
software applications 


Answer: A. Users can access and modify the 
source code to develop their own version of the 
operating system 

Explanation: Being open source allows users to 
access, modify, and develop their own versions of 
the operating system. 


Q56: Which directory in the Ubuntu file system 
contains boot information, including the Grub 
configuration file? 


A. /boot 
B. /etc 
C. /home 
D. /usr 


Answer: A. /boot 
Explanation: The /boot directory contains boot 
information and the Grub configuration file. 


Q57: Where are your personal files and settings 
stored in the Ubuntu file system? 


A. /usr 

B. /home/username 
C. /etc 

D. /media 


Answer: B. /home/username 

Explanation: Personal files and settings are 
stored in the /home/username directory, where 
"username" is your actual username. 


Q58: Which command would you use to change 
file permissions in Ubuntu? 


A. chmod 
B. chown 
C. cp 
D. df 
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Answer: A. chmod 
Explanation: The chmod command is used to 
change the permissions of a file. 


Q59: What is the function of the xkill 
command in Ubuntu? 


A. To kill a misbehaving application by turning 
the mouse cursor into a skull and crossbones 
B. To set the date and time 

C. To display information about files in a 
directory 

D. To create new, alternate file names for a file 


Answer: A. To kill a misbehaving application 
by turning the mouse cursor into a skull and 
crossbones 

Explanation: The xkill command is used to close 
a misbehaving application by changing the mouse 
cursor into a skull and crossbones. 


Q60: Which command provides a real-time 
view of processor activity and can display a 
listing of the most CPU-intensive tasks? 


A. top 

B. vmstat 
C. df 

D. pwd 


Answer: A. top 

Explanation: The top command provides a real- 
time view of processor activity and shows the 
most CPU-intensive tasks. 


Q61: How can you view the manual or help 
information for a command in Ubuntu? 


A. Using the man command 
B. Using the date command 
C. Using the ls command 

D. Using the pwd command 


Answer: A. Using the man command 
Explanation: The man command displays manual 
or help information about other commands. 


Q62: What does the df command report in 
Ubuntu? 


A. Filesystem disk space usage 
B. The current working directory 
C. The date and time 

D. The status of a process 


Answer: A. Filesystem disk space usage 
Explanation: The df command reports filesystem 
disk space usage and available space on mounted 
filesystems. 


Q63: Which command is used to create new, 
alternate file names for a file by hard linking in 
Ubuntu? 


A. In 
B. cp 
C. mv 
D. rm 


Answer: A. In 
Explanation: The In command is used to create 
new, alternate file names for a file by hard linking. 


Q64: What does the shutdown command do in 
Ubuntu? 


A. Turns off the computer or reboots it based on 
the specified options 

B. Changes file ownership 

C. Copies files from one location to another 

D. Sets the system date and time 


Answer: A. Turns off the computer or reboots 
it based on the specified options 

Explanation: The shutdown command is used to 
turn off the computer or reboot it, depending on 
the options used. 


Q65: Which command helps determine if the 
system bottleneck is CPU, memory, or I/O by 
providing a snapshot of system statistics? 


A. vimstat 
B. top 

C. df 

D. awk 
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Answer: A. vmstat 
Explanation: The vmstat command provides a 
snapshot of system statistics to help determine 
bottlenecks related to CPU, memory, or I/O. 


Ubuntu File System 


Directory Description 


Boot Contains boot information, 

Directory including the Grub configuration 
fille: 

etc Holds settings for software 

Directory — repositories and mounted 
partitions or drives. 

Home Your personal directory where 

Directory _ files and settings reside, typically 
/home/username. 

Media (or /mnt) Used for media (CDs, 

Directory | DVDs, USB drives) and mounted 
partitions. 

Root Contains the home folder for root 

Directory _ and its settings. 

Usr Stores many files used by users. 

Directory 


Common Commands and Utilities 


Command/Utility Description 


startx 


Starts the graphical system 
if at a command prompt 
without graphics. 


xkill 


Kills a misbehaving 
application; the cursor 
becomes a skull and 
crossbones. 


alias 


Substitutes a short or 
familiar name for a long 
string. 


awk 


A powerful data 
manipulation and scripting 
language based on C. 


cd 


Sets the working directory 
of a process. 


chmod 


Changes the permissions 
of a file. 


chown 


Changes file ownership. 


cp 


Copies files. 


date 


Sets the date and time; 
useful for outputting 
current information in 
scripts. 


df 


Reports filesystem disk 
space usage. 


pwd 


Shows the current working 
directory. 


In 


Creates new file names for 
a file by hard linking. 


Is 


Lists contents ofa 
directory and shows 
information about files. 


man 


Displays information about 
commands and keyword 
search mechanism. 


passwd 


Changes passwords on a 
system. 


shutdown 


Turns off the computer, 
with options like -h for 
halt or -r for reboot. 


top 


Provides real-time 
processor activity and 
CPU-intensive tasks. 


vmstat 


Provides a snapshot of 
system activity, including 
CPU, memory, and I/O 
Statistics. 


Q66: What is the primary basis for classifying 
data communication into Analog and Digital 


types? 


A. The signals used for data transfer 
B. The type of hardware used 

C. The speed of communication 

D. The distance of transmission 
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Answer: A. The signals used for data transfer 
Explanation: Data communication is classified 
into Analog and Digital based on the type of 
signals used for transferring data. 


Q67: Which of the following is an example of 
an analog signal? 


A. Radio broadcasting signals 
B. Binary data 

C. Digital voice recordings 
D. Computer network packets 


Answer: A. Radio broadcasting signals 
Explanation: Radio broadcasting signals are 
examples of analog signals, which are continuous 
and can be represented by sine waves. 


Q68: What is a major limitation of analog 
signals in long-distance communication? 


A. Signals weaken and are subject to attenuation 
B. They are too fast for transmission 

C. They require no amplification 

D. They do not capture real-world nuances 


Answer: A. Signals weaken and are subject to 
attenuation 

Explanation: Analog signals weaken over 
distance and suffer from attenuation, requiring 
amplifiers that also amplify noise, leading to 
potential distortion. 


Q69: What role do amplifiers play in analog 
signal transmission? 


A. They overcome attenuation by amplifying the 
signal 

B. They convert analog signals to digital form 
C. They increase the data transfer speed 

D. They reduce the noise in the signal 


Answer: A. They overcome attenuation by 
amplifying the signal 

Explanation: Amplifiers are used to overcome 
attenuation in analog signals by amplifying both 
the signal and the associated noise. 


Q70: Why is analog transmission not suitable 
where high accuracy is required? 


A. Because it cannot perfectly replicate the 
original signal due to noise and distortion 

B. Because it is too expensive 

C. Because it is too fast for high accuracy needs 
D. Because it uses digital encoding 


Answer: A. Because it cannot perfectly 
replicate the original signal due to noise and 
distortion 

Explanation: Analog transmission is not suitable 
for high accuracy needs due to the inability to 
perfectly replicate signals because of noise and 
distortion. 


Q71: What is one advantage of analog 
techniques despite their limitations? 


A. They capture the subtle nature of the real world 
B. They are easy to digitize 

C. They provide high-speed transmission 

D. They do not require amplification 


Answer: A. They capture the subtle nature of 
the real world 

Explanation: Analog techniques have the 
advantage of capturing the subtle nuances of the 
real world, although they cannot be perfectly 
replicated by modern electronic equipment. 


Q72: How does converting analog signals into 
digital form benefit data preservation? 


A. It preserves data indefinitely within specified 
error bounds and prevents deterioration 

B. It makes the signals stronger 

C. It reduces the speed of transmission 

D. It simplifies the hardware requirements 


Answer: A. It preserves data indefinitely within 
specified error bounds’ and __ prevents 
deterioration 

Explanation: Converting analog signals to digital 
form allows for indefinite preservation of the 
original data within specified error bounds and 
prevents deterioration over multiple copies. 
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Q73: What is the fundamental principle behind 
Asynchronous, Synchronous, and Isochronous 
communication? 


A. Synchronization of both sender and receiver 
B. Speed of data transfer 

C. Data encryption 

D. Type of hardware used 


Answer: A. Synchronization of both sender and 
receiver 

Explanation: The fundamental principle of these 
communication mechanisms is to ensure 
synchronization between the sender and receiver. 


Q74: In Asynchronous communication, how is 
each character transmitted? 


A. Framed by a start bit and 1 or 2 stop bits 
B. In a continuous stream without framing 
C. As part of a synchronized block of data 
D. Using a periodic synchronization signal 


Answer: A. Framed by a start bit and 1 or 2 
stop bits 

Explanation: In Asynchronous communication, 
each character is sent one at a time, framed by a 
start bit and 1 or 2 stop bits. 


Q75: What is the main advantage of 
Synchronous communication compared to 
Asynchronous communication? 


A. It can transmit data in larger blocks at once 
B. It uses less power 

C. It requires no synchronization signals 

D. It is simpler to implement 


Answer: A. It can transmit data in larger 
blocks at once 

Explanation: Synchronous communication is 
advantageous for transmitting larger blocks of 
data at once, unlike Asynchronous communication 
which sends data character by character. 


Q76: How does Synchronous communication 
ensure that the receiving station is 
synchronized with the transmission? 


A. By using a synchronous signal to indicate the 
arrival of a new frame 

B. By framing each character with start and stop 
bits 

C. By sending data continuously without breaks 
D. By using encryption to protect data integrity 


Answer: A. By using a synchronous signal to 
indicate the arrival of a new frame 
Explanation: Synchronous communication uses a 
synchronous signal to inform the receiving station 
about the arrival of a new frame and to ensure 
synchronization. 


Q77: What method is commonly used with 
Synchronous communication to detect errors? 


A. Cyclic Redundancy Check (CRC) 
B. Parity check 

C. Hamming code 

D. Checksums 


Answer: A. Cyclic Redundancy Check (CRC) 
Explanation: Synchronous communication 
commonly uses Cyclic Redundancy Check (CRC) 
to detect errors in transmitted data. 


Q78: In Isochronous communication, how is 
the idle period between characters defined? 


A. It is an exact multiple of one character time 
interval 

B. It is random and variable 

C. It is zero 

D. It is determined by a periodic synchronization 
signal 


Answer: A. It is an exact multiple of one 
character time interval 

Explanation: In Isochronous communication, the 
idle period between characters is a precise 
multiple of one character time interval, unlike the 
random idle periods in Asynchronous 
communication. 


Q79: What is a key characteristic of 
Isochronous communication regarding 


transmission rates? 
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A. It guarantees transmission rates and is almost 
deterministic 

B. It has high overheads and low speed 

C. It transmits data in a continuous stream without 
framing 

D. It uses variable time intervals for transmission 


Answer: A. It guarantees transmission rates 
and is almost deterministic 

Explanation: Isochronous communication 
ensures consistent transmission rates and is nearly 
deterministic, with minimal overhead and high 
speed. 


Q80: Why is it important to ensure fault 
tolerance in the clocking device for Isochronous 
communication? 


A. To maintain accurate timing and 
synchronization of data transmission 

B. To reduce power consumption 

C. To simplify the hardware requirements 
D. To increase data transfer speed 


Answer: A. To maintain accurate timing and 
synchronization of data transmission 
Explanation: Fault tolerance in the clocking 
device is crucial in Isochronous communication to 
ensure accurate timing and synchronization, which 
is essential for maintaining consistent data 
transmission rates. 


Q81: What is the key characteristic of Simplex 
communication? 


A. One device sends data while the other receives 
data at any point of time 

B. Both devices can send and receive data 
simultaneously 

C. Data transmission occurs in both directions, but 
not at the same time 

D. Both devices can send and receive data, but 
only one device transmits at a time 


Answer: A. One device sends data while the 
other receives data at any point of time 
Explanation: In Simplex communication, one 
device is always the sender and the other is always 
the receiver. Data transmission is unidirectional. 


Q82: How does Half Duplex communication 
differ from Simplex communication? 


A. Half Duplex allows both devices to send and 
receive data, but not simultaneously 

B. Simplex communication can handle two-way 
communication simultaneously 

C. Half Duplex communication allows 
simultaneous data transmission in both directions 
D. Simplex communication allows data to be 
transmitted in both directions at once 


Answer: A. Half Duplex allows both devices to 
send and receive data, but not simultaneously 
Explanation: Half Duplex communication 
enables two-way communication where devices 
take turns sending and receiving data, unlike 
Simplex, which is strictly one-way. 


Q83: What is an example of a Half Duplex 
device? 


A. Walkie-talkie 
B. Telephone 

C. Internet router 
D. Network switch 


Answer: A. Walkie-talkie 

Explanation: A walkie-talkie is a Half Duplex 
device because only one party can transmit data at 
a time, while the other party must wait to respond. 


Q84: What is the primary feature of Full 
Duplex communication? 


A. Data transmission occurs in both directions 
simultaneously 

B. Only one device can transmit data at a time 
C. Data is transmitted in one direction only 

D. Devices take turns transmitting and receiving 
data 


Answer: A. Data transmission occurs in both 
directions simultaneously 

Explanation: Full Duplex communication allows 
both devices to send and receive data 
simultaneously, improving efficiency and 


throughput. 
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Q85: How does Full Duplex communication 
improve channel throughput? 


A. By allowing simultaneous bi-directional 
communication without increasing bandwidth 
B. By reducing the need for synchronization 
between devices 

C. By using separate channels for sending and 
receiving data 

D. By increasing the bandwidth of the channel 


Answer: A. By allowing simultaneous bi- 
directional communication without increasing 
bandwidth 

Explanation: Full Duplex communication 
enhances channel throughput by enabling 
simultaneous data transmission in both directions, 
utilizing the same channel without additional 
bandwidth. 


Q86: Which device is an example of Full 
Duplex communication? 


A. Telephone 

B. Walkie-talkie 

C. Radio transmitter 
D. Simplex keyboard 


Answer: A. Telephone 

Explanation: A telephone is a Full Duplex device 
because both parties can speak and listen 
simultaneously during a call. 


Q87: What analogy can be used to describe 
Half Duplex communication? 


A. Rail tracks where only one train passes at a 
time 

B. Two-way street with simultaneous traffic in 
both directions 

C. Expressway with multiple lanes for 
simultaneous traffic 

D. Multilane highway with separate lanes for each 
direction 


Answer: A. Rail tracks where only one train 
passes at a time 

Explanation: Half Duplex communication can be 
likened to rail tracks where only one train can pass 


through at a time, similar to how data transmission 
occurs alternately. 


Q88: How do most modems handle data 
transmission modes? 


A. By allowing users to switch between Full 
Duplex and Half Duplex modes 

B. By restricting to only Half Duplex 
communication 

C. By automatically choosing the best mode based 
on network conditions 

D. By using separate devices for each 
communication mode 


Answer: A. By allowing users to switch between 
Full Duplex and Half Duplex modes 
Explanation: Most modems provide an option to 
switch between Full Duplex and Half Duplex 
modes based on the requirements of the 
communication program. 


Q89: What are the two varieties of Twisted Pair 
cables? 


A. Unshielded Twisted Pair (UTP) and Shielded 
Twisted Pair (STP) 

B. Coaxial and Optical Fiber 

C. Fiber Optic and Coaxial 

D. Thin Coaxial and Thick Coaxial 


Answer: A. Unshielded Twisted Pair (UTP) and 
Shielded Twisted Pair (STP) 

Explanation: Twisted pair cables come in two 
main types: UTP, which is common for small 
networks and phone systems, and STP, which 
includes extra shielding for environments with 
electrical interference. 


Q90: What is a common application of Twisted 
Pair cables? 


A. Telephone systems 

B. Long-haul data transmission 
C. Cable television 

D. Fiber optic networks 


Answer: A. Telephone systems 
Explanation: Twisted Pair cables are commonly 
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used in telephone systems to connect telephones 
to the telephone company office. 


Q91: What is a primary disadvantage of 
Unshielded Twisted Pair (UTP) cables? 


A. Susceptibility to radio and electrical frequency 
interference 

B. High cost 

C. Limited bandwidth 

D. Bulky shielding 


Answer: A. Susceptibility to radio and 
electrical frequency interference 

Explanation: UTP cables can be susceptible to 
interference from radio and electrical frequencies, 
which can affect data transmission quality. 


Q92: What feature of Shielded Twisted Pair 
(STP) cables helps them in environments with 
electrical interference? 


A. Extra shielding 

B. Larger diameter 

C. Higher data rate capability 
D. Coaxial design 


Answer: A. Extra shielding 

Explanation: STP cables include additional 
shielding to protect against electrical interference, 
making them suitable for environments with high 
levels of electrical noise. 


Q93: What is a key characteristic of Coaxial 
cables? 


A. Better shielding than twisted pairs, allowing 
longer distances at higher speeds 

B. Susceptibility to electrical interference 

C. Lower bandwidth compared to twisted pair 
cables 

D. Use of optical signals for transmission 


Answer: A. Better shielding than twisted pairs, 
allowing longer distances at higher speeds 
Explanation: Coaxial cables have superior 
shielding compared to twisted pair cables, 


enabling them to span longer distances and 
support higher speeds. 


Q94: Which of the following is a type of coaxial 
cable? 


A. Thick coaxial 

B. Optical Fiber 

C. Shielded Twisted Pair 
D. Unshielded Twisted Pair 


Answer: A. Thick coaxial 

Explanation: Coaxial cables include types such 
as thick coaxial (thicknet) and thin coaxial 
(thinnet), used for Ethernet signals and other 
applications. 


Q95: What is a primary advantage of Optical 
Fiber cabling? 


A. Immunity to electrical interference and 
moisture 

B. High susceptibility to signal interference 

C. Short cable lengths 

D. Lower data rates compared to coaxial cables 


Answer: A. Immunity to electrical interference 
and moisture 

Explanation: Optical Fiber cabling transmits 
light signals, which eliminates electrical 
interference and makes it suitable for 
environments with high electrical noise and 
moisture. 


Q96: How does Optical Fiber cabling compare 
to Twisted Pair and Coaxial cables in terms of 
interference? 


A. Optical Fiber cabling is immune to electrical 
interference, unlike Twisted Pair and Coaxial 
cables 

B. Optical Fiber cabling is more susceptible to 
electrical interference than Twisted Pair cables 
C. Optical Fiber cabling offers less protection 
against interference compared to Coaxial cables 
D. Optical Fiber cabling and Coaxial cables have 
similar interference characteristics 
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Answer: A. Optical Fiber cabling is immune to 
electrical interference, unlike Twisted Pair and 
Coaxial cables 

Explanation: Optical Fiber cabling transmits 
light and is immune to electrical interference, 
making it advantageous over Twisted Pair and 
Coaxial cables in environments with high 
electrical noise. 


Q97: What is the primary function of a 
Network Interface Card (NIC)? 


A. To connect the computer to the network 
cabling and provide a low-level addressing system 
through MAC addresses 

B. To receive and retransmit signals at higher 
power 

C. To connect multiple devices in a star topology 
D. To forward frames using MAC addresses 


Answer: A. To connect the computer to the 
network cabling and provide a low-level 
addressing system through MAC addresses 
Explanation: A NIC connects the computer to the 
network cabling and provides a MAC addressing 
system, allowing the computer to communicate on 
the network. 


Q98: What is the primary role of a Repeater in 
a network? 


A. To receive a signal and retransmit it at a higher 
level or power to cover longer distances 

B. To connect multiple devices in a network and 
direct information between them 

C. To forward frames using MAC addresses to 
improve network performance 

D. To facilitate wireless connections between 
network devices 


Answer: A. To receive a signal and retransmit 
it at a higher level or power to cover longer 
distances 

Explanation: A repeater amplifies or boosts a 
signal to extend its range and overcome signal 
degradation over long distances or through 
obstructions. 


Q99: How does a Hub function in a network? 


A. By directing information to all connected 
devices and connecting devices in a star topology 
B. By segmenting the network to create separate 
collision domains 

C. By receiving and retransmitting signals at 
higher power 

D. By forwarding frames using MAC addresses to 
reduce competition for bandwidth 


Answer: A. By directing information to all 
connected devices and connecting devices in a 
star topology 

Explanation: A hub connects devices in a star 
topology and broadcasts incoming packets to all 
its ports, facilitating communication between 
connected devices. 


Q100: What is a key drawback of using a Hub 
in a network? 


A. Performance suffers as network traffic grows 
because the total bandwidth remains fixed 

B. It does not support wired connections 

C. It cannot connect multiple devices 
simultaneously 

D. It reduces the efficiency of wireless 
connections 


Answer: A. Performance suffers as network 
traffic grows because the total bandwidth 
remains fixed 

Explanation: As network traffic increases, the 
fixed bandwidth of a hub can lead to reduced 
performance and increased collisions. 


Q101: What is the main advantage of a Switch 
over a Hub? 


A. A switch segments the network into separate 
collision domains and reduces competition for 
bandwidth 

B. A switch receives and retransmits signals at a 
higher level or power 

C. A switch connects devices in a linear topology 
D. A switch operates at a higher level of the OSI 
model compared to a hub 


Answer: A. A switch segments the network into 
separate collision domains and reduces 
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competition for bandwidth 

Explanation: A switch improves network 
performance by segmenting the network into 
separate collision domains and reducing 
bandwidth competition through efficient frame 
forwarding based on MAC addresses. 


Q102: What is the primary function of a 
Bridge in a network? 


A. To connect two networks or local area 
networks and manage traffic to reduce congestion 
B. To route packets between different networks 
and handle packet switching 

C. To transmit signals at higher levels or powers 
to cover longer distances 

D. To forward frames using MAC addresses to 
create separate collision domains 


Answer: A. To connect two networks or local 
area networks and manage traffic to reduce 
congestion 

Explanation: A bridge connects two networks, 
manages traffic by filtering frames, and helps to 
reduce congestion and increase usable bandwidth. 


Q103: What is the main role of a Router in a 
network? 


A. To route packets from one network to another 
and handle data transmission between different 
networks 

B. To connect devices in a star topology and 
broadcast packets to all ports 

C. To amplify or boost signals to extend the range 
of a network 

D. To forward frames using MAC addresses to 
segment the network into collision domains 


Answer: A. To route packets from one network 
to another and handle data transmission 
between different networks 

Explanation: A router routes packets between 
different networks, ensuring data is sent from the 
source device to the destination device across 
networks. 


Q104: What information is typically contained 
in a packet handled by routers? 


A. Data Type, Packet Count, Recipient’s IP 
address, Sender’s IP address, and Data 

B. Start and Stop bits, Data, and Error Check 
C. Signal Strength, Amplifier Level, and 
Frequency 

D. MAC address, Data Link Layer information, 
and Network Address 


Answer: A. Data Type, Packet Count, 
Recipient’s IP address, Sender’s IP address, 
and Data 

Explanation: Packets contain information such as 
Data Type, Packet Count, Recipient’s IP address, 
Sender’s IP address, and Data for routing 
purposes. 


Q105: What does the OSI model define in the 
context of data communications? 


A. A set of protocols that standardize and describe 
how data communications should take place 

B. A method for amplifying signals to increase 
network range 

C. The process for connecting devices in a 
network using bridges 

D. A technique for routing packets between 
different networks 


Answer: A. A set of protocols that standardize 
and describe how data communications should 
take place 

Explanation: The OSI model provides a 
standardized framework for how data 
communications should occur between different 
systems and networks. 


Layers of TCP/IP Protocol Suite 
Layer Description 


Interface Layer Comprises the Physical and 
Data Link Layers. 


Physical Layer | Deals with hardware level 
aspects such as transmission 
media, connections, and 
voltage for digital signals. 
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Data Link 
Layer 


Manages media access and 
control strategies, frame 
formatting, etc. 


Internet Layer 


Supports Internetworking 
Protocol (IP). Responsible 
for the format of datagrams, 
routing, and providing raw 
transmission functions. 
Supports ARP, RARP, ICMP, 


and IGMP protocols. 
Address Finds the physical address of 
Resolution a machine when its IP 
Protocol (ARP) address is known. 
Reverse Finds the IP address of a 
Address machine when its physical 
Resolution address is known. Used by 
Protocol diskless computers or when 
(RARP) a computer connects to the 

network for the first time. 
Internet Sends notifications about 
Control packet problems, error, and 
Message query messages due to IP's 
Protocol unreliable best-effort 
(ICMP) delivery. 


Internet Group 


Used for multicasting, 


Management transmitting a single 
Protocol message to a group of 
(IGMP) recipients. 

Transport Supports TCP and UDP 
Layer protocols. Responsible for 


delivering packets between 
processes on devices. 


User Datagram 


A simpler, faster protocol 


Protocol (UDP) | without reliability, used for 
applications where delay is 
intolerable (e.g., audio and 
video). 

Transmission A reliable, connection- 

Control oriented protocol ensuring 

Protocol (TCP) | error-free and in-sequence 
communication. 

Application Handles application-level 

Layer protocols for user 


applications, such as FTP, 
TELNET, SMTP, and HTTP. 
This layer combines aspects 
of the session, presentation, 
and application layers from 
the OSI model. 


Q106: How are networks classified based on 
their size? 


A. LAN, MAN, WAN, PAN 

B. Wired Network, Wireless Network 

C. Peer to Peer Network, Client-Server Network 
D. Public Network, Private Network 


Answer: A. LAN, MAN, WAN, PAN 
Explanation: Networks are classified by size into 
Local Area Network (LAN), Metropolitan Area 
Network (MAN), Wide Area Network (WAN), 
and Personal Area Network (PAN). 


Q107: What is a Local Area Network (LAN)? 


A. A network that connects multiple local devices 
within a small area, such as a single building or 
campus 

B. A network that spans multiple cities or states 
using high-speed connections 

C. A network connecting personal devices within 
a close range of a single person 

D. A network that covers large geographical areas 
and connects multiple LANs 


Answer: A. A network that connects multiple 
local devices within a small area, such as a 
single building or campus 

Explanation: A LAN connects devices within a 
limited geographic area, such as a building or 
campus, using equipment like switches, bridges, 
and hubs. 


Q108: What is the main characteristic of a 
Metropolitan Area Network (MAN)? 


A. Connects two or more LANs within a city or 
town using high-speed connections 

B. Connects devices within a personal area of 
about 20-30 feet 
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C. Covers large geographical areas including 
multiple cities or states 

D. Provides a high-speed connection between 
different continents 


Answer: A. Connects two or more LANs within 
a city or town using high-speed connections 
Explanation: MANs connect multiple LANs 
within a city or town, and they use high-speed 
connections like fiber optical cables. 


Q109: What is the purpose of a Wide Area 
Network (WAN)? 


A. To span large geographical areas and connect 
multiple LANs across cities, states, or countries 
B. To connect devices within a small area, such as 
a building or campus 

C. To connect personal devices within a close 
range of a single person 

D. To provide a high-speed connection for 
communication between devices within a town 


Answer: A. To span large geographical areas 
and connect multiple LANs across cities, states, 
or countries 

Explanation: WANs connect multiple LANs 
across larger geographical areas, often using 
public networks, leased lines, or satellites. 


Q110: What is a Personal Area Network 
(PAN)? 


A. A network used for communication among 
devices close to one person, such as within 20-30 
feet 

B. A network connecting multiple LANs within a 
city or town 

C. A network spanning large geographical areas, 
such as states or countries 

D. A network providing high-speed connections 
between different continents 


Answer: A. A network used for communication 
among devices close to one person, such as 
within 20-30 feet 

Explanation: PANs are used for communication 
between devices near an individual, typically 
within a range of 20-30 feet. 


More info:The types of connections and 
functional relationships in networks: 


Type of Connection 


Connection Description 

Type 

Wired Connects devices using physical 

Network cables such as Coaxial Cable, 
Twisted Pair Cable, Optical 
Fiber Cable, etc. 

Wireless Connects devices using wireless 

Network technologies such as Bluetooth, 
infrared, radio frequency, etc. 


Functional Relationship 


Network 


Description 
Architecture side es 


Typically used for small 
networks with less than ten 
computers. Allows shared 
resources and responsibilities 
among all computers. Suitable 
for homes, schools, and small 
businesses. As the number of 
computers grows, it may 
become difficult to administer 
and might require a client- 
server approach. 


Peer-to-Peer 
Network 


Involves a central computer 
(server) that provides resources 
and services to other computers 
(clients). More suitable for 
larger networks. Servers handle 
file storage, application 
sharing, and offer high-level 
security features. Clients rely 
on servers for resources and 
processing power. 


Client- 
Server 
Network 


LAN Topologies 


Topology Description 


Bus All devices are connected to a 
Topology central cable (the bus). Each 
workstation connects to the same 
cable, and if one workstation fails, 
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all may be affected. It is cost- 
effective but has limitations in 
performance as the number of 
devices increases. Fault 
identification is difficult, and a cable 
break can halt the network. 


Star Uses a central hub to which all 
Topology components are connected. Nodes 
communicate through the hub, 
making it easier to identify faults. 
However, a failure in the central hub 
affects all connected terminals. It is 
more expensive than bus topology 
but supports easy expansion and 
various cable types. 


Ring Devices are connected in a closed 
Topology loop, with each device connected to 
two others. Data travels in one 
direction around the ring. Fault 
isolation is simplified, but a break in 
the ring can halt the network. It is 
commonly used with token ring 
implementations. 


Tree A hybrid of star and bus topologies. 
Topology Groups of star-configured networks 
are connected to a linear bus 
backbone. It is easy to install and 
supports multiple cable types, but a 
failure in the central hub can affect 
the entire network and requires 
more cabling than bus topology. 


Mesh Devices are interconnected with 
Topology redundant paths. Each node is 
connected to every other node, 
allowing for high robustness and 
fault tolerance. It is used in critical 
connections like telephone 
exchanges but requires a high cost, 
time, and numerous I/O ports for 
configuration. 


Q111: What does the IEEE 802 standard define 
for LAN access methods? 


A. Ethernet, Token Bus, Token Ring 
B. Wi-Fi, Bluetooth, Cellular 


C. Broadband, Baseband, DSL 
D. T1, T3, Fiber Optic 


Answer: A. Ethernet, Token Bus, Token Ring 
Explanation: IEEE 802 defines standards for 
LAN access methods including Ethernet (802.3), 
Token Bus (802.4), and Token Ring (802.5). 


Q112: What is the main characteristic of 
Ethernet as defined by IEEE 802.3? 


A. It uses a CSMA/CD protocol for network 
communication 

B. It supports video, voice, and data over 
broadband connections 

C. It is used for connecting personal devices in a 
short range 

D. It provides high-speed connections for long- 
distance networks 


Answer: A. It uses a CSMA/CD protocol for 
network communication 

Explanation: Ethernet, defined by IEEE 802.3, 
uses the CSMA/CD protocol, which is widely 
used for LANs and allows for easy 
implementation and management. 


Q113: What are the two types of data 
transmissions defined by IEEE 802.3? 


A. Broadband and Baseband 

B. Wired and Wireless 

C. Analog and Digital 

D. Peer-to-Peer and Client-Server 


Answer: A. Broadband and Baseband 
Explanation: IEEE 802.3 defines Broadband 
transmissions for multiple communication 
channels and Baseband transmissions for digital 
signals over a single frequency. 


Q114: Which layer of the OSI model does the 
MAC layer belong to? 


A. Data Link Layer 
B. Network Layer 
C. Physical Layer 
D. Transport Layer 
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Answer: A. Data Link Layer 

Explanation: The MAC (Media Access Control) 
layer is part of the Data Link Layer in the OSI 
model and is responsible for data encapsulation 
and media access control. 


Q115: What is the purpose of the Preamble 
field in an Ethernet frame? 


A. To synchronize and indicate the beginning of 
the frame 

B. To identify the source and destination addresses 
C. To indicate the length of the data field 

D. To detect errors in the transmitted data 


Answer: A. To synchronize and indicate the 
beginning of the frame 

Explanation: The Preamble field in an Ethernet 
frame helps the receiver synchronize and detect 
the beginning of the frame with a specific pattern 
of bits. 


Q116: What does the Frame Checksum (FCS) 
field in an Ethernet frame do? 


A. Detects errors in the transmitted frame using a 
CRC value 

B. Indicates the length of the data field 

C. Contains the physical address of the sender 
D. Provides a delimiter for the start of the frame 


Answer: A. Detects errors in the transmitted 
frame using a CRC value 

Explanation: The Frame Checksum (FCS) field 
contains a CRC-32 value used for error detection, 
recalculated by the recetving MAC to check for 
damaged frames. 


Q117: What is the minimum length of an 
Ethernet frame as defined by the IEEE 802.3 
standard? 


A. 64 bytes 
B. 128 bytes 
C. 512 bytes 
D. 1024 bytes 


Answer: A. 64 bytes 
Explanation: The minimum frame length for 
Ethernet as defined by IEEE 802.3 is 64 bytes to 


ensure proper collision detection during 
transmission. 


Q118: What is the maximum length of an 
Ethernet frame, excluding the preamble and 
start delimiter (SD)? 


A. 1518 bytes 
B. 1024 bytes 
C. 2048 bytes 
D. 4096 bytes 


Answer: A. 1518 bytes 

Explanation: The maximum frame length for 
Ethernet, excluding the preamble and SD, is 1518 
bytes, which includes the header and trailer. 


Q119: How is the minimum data field length 
calculated for an Ethernet frame? 


A. Subtracting the header and trailer length from 
the minimum frame length 

B. Subtracting the number of bytes in the data 
field 

C. Adding padding bytes to reach the maximum 
frame length 

D. Adding header bytes to the maximum frame 
length 


Answer: A. Subtracting the header and trailer 
length from the minimum frame length 
Explanation: The minimum data field length is 
calculated by subtracting the length of the header 
and trailer from the minimum frame length of 64 
bytes, resulting in a minimum data field of 46 
bytes. 


Q120: What happens if the data field in an 
Ethernet frame is less than 46 bytes? 


A. Padding bytes are added to make up the 
difference 

B. The frame is rejected by the network 

C. The frame is automatically compressed 
D. The data is split into multiple frames 


Answer: A. Padding bytes are added to make 
up the difference 
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Explanation: If the data field in an Ethernet 
frame is less than 46 bytes, padding bytes are 
added to ensure the frame reaches the minimum 
length of 64 bytes. 


Q121: What is the main advantage of a token- 
passing network like Token Bus? 


A. Deterministic behavior and predictable delay 
B. High-speed data transfer 

C. Simplicity in implementation 

D. Flexibility in network expansion 


Answer: A. Deterministic behavior and 
predictable delay 

Explanation: Token-passing networks like Token 
Bus offer deterministic behavior, making it easier 
to calculate the maximum time before a device 
can send data, which is advantageous in 
environments requiring real-time processing. 


Q122: In a Token Bus network, how are devices 
logically organized for data transmission? 


A. In a ring configuration 
B. In a star configuration 
C. In a bus configuration 
D. In a mesh configuration 


Answer: A. In a ring configuration 
Explanation: Although Token Bus uses a physical 
bus topology, it operates logically as a ring, with 
devices organized in a logical ring to manage data 
transmission. 


Q123: What is a critical consideration for bus 
topologies in Token Bus networks? 


A. Proper termination of the trunk cable 
B. Regular maintenance of network cables 
C. Use of high-speed data links 

D. Implementing redundant paths 


Answer: A. Proper termination of the trunk 
cable 

Explanation: In bus topologies, proper 
termination of the trunk cable is essential to 


prevent signal reflection and collisions, which can 
disrupt network communication. 


More info frame lengths and token bus in LAN 
networks: 


Minimum and Maximum Frame Length 


Aspect Description 


Minimum 64 bytes. This ensures that the 

Frame entire frame is transmitted before 

Length its first bit is received to reduce 
collision probability. 

Maximum 1518 bytes (excluding preamble 

Frame and start delimiter). The 

Length maximum data length is 1500 
bytes, calculated as 1518 bytes 
minus 18 bytes of header and 
trailer. 

Padding Added to ensure frames are at 
least 64 bytes long. If the data 
field is less than 46 bytes, 
padding is used to reach the 
minimum length. 


Frame Transmission 


Aspect Description 


Frame - Preamble and Start Delimiter: 
Assembly Added to indicate the start of the 
frame. 


- Addresses: Destination and 
source addresses are inserted. 
- Length/Type Field: Indicates 
the number of bytes in the data 
field. 

- Data Field: Contains the LLC 
data; padded if less than 46 bytes. 
- Frame Checksum (FCS): 
Error-checking field added at the 
end of the frame. 


Operation - Half-Duplex: MAC can either 
Modes transmit or receive, but not both 
simultaneously. 

- Full-Duplex: Optional mode 
where MAC can transmit and 
receive simultaneously. 
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Token Bus 
Aspect Description 


Token Passing A small data frame (token) 
circulates among devices. The 
device with the token can 
transmit data. Once 
transmission is complete, the 
token is released for others. 


Deterministic | Predictable time for data 

Network transmission as the token 
determines when a device can 
send data. 

Applications Suitable for factory 
automation and _ process 
control where _ real-time 
processing is needed, and 
delay must be minimal. 

Physical vs Token bus uses a physical bus 

Logical topology but operates as a 

Topology logical ring using token 
passing. 

Termination Important to ensure proper 


termination of both ends of 
the trunk cable to prevent 
signal bounce and collisions. 
Typically uses coaxial cable. 


Q124: What is the primary function of a bridge 
in a WAN? 


A. To connect two LANs using different protocols 
B. To filter and forward packets between LANs 
using identical protocols 

C. To connect WANs over large geographical 
distances 

D. To convert data packets from one protocol 
format to another 


Answer: B. To filter and forward packets 
between LANs using identical protocols 
Explanation: Bridges connect two LANs that use 
the same protocols and filter packets to pass them 
between the LANs. 


Q125: At which layer of the OSI model do 
bridges operate? 


A. Layer | (Physical Layer) 

B. Layer 2 (Data Link Layer) 
C. Layer 3 (Network Layer) 
D. Layer 7 (Application Layer) 


Answer: B. Layer 2 (Data Link Layer) 
Explanation: Bridges operate at the Data Link 
Layer (Layer 2) of the OSI model. 


Q126: What role do routers play in WANs? 


A. They connect networks with different protocols 
B. They connect two LANs using identical 
protocols 

C. They provide connectivity between networks 
over large geographical distances 

D. They convert data packets from one format to 
another 


Answer: C. They provide connectivity between 
networks over large geographical distances 
Explanation: Routers connect networks over 
large distances and operate at the Network Layer 
(Layer 3) of the OSI model. 


Q127: At which layer of the OSI model do 
routers operate? 


A. Layer | (Physical Layer) 

B. Layer 2 (Data Link Layer) 
C. Layer 3 (Network Layer) 
D. Layer 7 (Application Layer) 


Answer: C. Layer 3 (Network Layer) 
Explanation: Routers operate at the Network 
Layer (Layer 3) of the OSI model. 


Q128: What is a key difference between a 
gateway and a router? 


A. Gateways operate at Layer 3, while routers 
operate at Layer 7. 
B. Routers operate at Layer 7, while gateways 
operate at Layer 3. 
C. Gateways operate at Layer 7, while routers 
operate at Layer 3. 
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D. There is no difference; the terms are 
interchangeable. 


Answer: C. Gateways operate at Layer 7, while 
routers operate at Layer 3. 

Explanation: Gateways operate at the Application 
Layer (Layer 7) and are used to connect dissimilar 
networks by converting data packets, whereas 
routers operate at the Network Layer (Layer 3) 
and manage routing between networks. 


Q129: Why are routers placed at suitable 
locations in large WANs? 


A. To increase the speed of data transmission 

B. To minimize link costs and provide reliability 
from link failures 

C. To connect dissimilar LANs 

D. To filter and forward packets between LANs 


Answer: B. To minimize link costs and provide 
reliability from link failures 

Explanation: Routers are strategically placed in 
large WANs to reduce link costs and enhance 
reliability by managing network paths and 
addressing link failures. 


Q130: What is the purpose of a gateway in a 
WAN? 


A. To filter and forward packets between LANs 
with identical protocols 

B. To connect networks using the same protocols 
C. To convert data packets from one protocol 
format to another 

D. To manage data routing between networks 


Answer: C. To convert data packets from one 
protocol format to another 

Explanation: Gateways connect dissimilar 
networks by converting data packets from one 
protocol format to another. 


Q131: What is the primary advantage of 
wireless transmission? 


A. It provides higher bandwidth than wired 
transmission 

B. It eliminates the need for physical connectors 
between devices 


C. It ensures data security more effectively than 
wired transmission 

D. It is more reliable in environments with heavy 
interference 


Answer: B. It eliminates the need for physical 
connectors between devices 

Explanation: Wireless transmission allows data 
to be sent through the air, eliminating the need for 
physical connectors between devices, which is 
particularly useful in challenging geographical 
areas. 


Q132: Which frequency range does the radio 
portion of the electromagnetic spectrum cover? 


A. 1 KHz to 10 GHz 
B. 10 KHz to 1 GHz 
C. 100 MHz to 10 GHz 
D. 1 MHz to 100 MHz 


Answer: B. 10 KHz to 1 GHz 

Explanation: The radio portion of the 
electromagnetic spectrum extends from 10 KHz to 
1 GHz, covering various frequency bands for 
different purposes. 


Q133: Why are microwave stations typically 
located about 30 kilometers apart? 


A. To avoid interference with other microwave 
stations 

B. Due to the high frequencies that require line of 
sight 

C. To increase the transmission power of the 
stations 

D. To reduce the cost of installation 


Answer: B. Due to the high frequencies that 
require line of sight 

Explanation: Microwave stations use very high 
frequencies, which require them to be located 
within line of sight of each other, generally about 
30 kilometers apart. 


Q134: What is a common application of 
unguided infrared communication? 
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A. Connecting computers in a large network 
B. Remote controls for televisions and stereos 
C. Long-distance data transmission 

D. High-speed internet access 


Answer: B. Remote controls for televisions and 
stereos 

Explanation: Unguided infrared communication 
is commonly used in remote controls for devices 
like televisions and stereos for short-range 
communication. 


Q135: What is the main challenge associated 
with the widespread adoption of wireless 
technologies? 


A. High bandwidth availability 

B. Lack of portability of devices 

C. High infrastructure and service costs 
D. Easy installation and setup 


Answer: C. High infrastructure and service 
costs 

Explanation: One of the main challenges for the 
widespread adoption of wireless technologies has 
been the high infrastructure and service costs. 


Q136: What does Wi-Fi stand for? 


A. Wireless Fidelity 
B. Wireless Frequency 
C. Wireless Fiber 

D. Wireless Field 


Answer: A. Wireless Fidelity 

Explanation: Although the term Wi-Fi is often 
suggested to stand for Wireless Fidelity, officially 
it does not stand for anything specific. 


Q137: What is the purpose of the Wi-Fi 
Alliance certification? 


A. To guarantee high-speed internet access 

B. To ensure interoperability between different 
wireless devices 

C. To provide encryption for data transmission 
D. To reduce the cost of wireless devices 


Answer: B. To ensure interoperability between 
different wireless devices 

Explanation: The Wi-Fi Alliance certification 
ensures that different wireless devices can work 
together by adhering to IEEE 802.11 standards, 
although not all compliant devices are certified. 


Q138: What is the typical bandwidth available 
for Wi-Fi networks? 


A. 10 to 50 Mbps 
B. 50 to 100 Mbps 
C. 1 to 2 Mbps 

D. 5 to 10 Mbps 


Answer: C. 1 to 2 Mbps 

Explanation: Wi-Fi networks typically offer a 
bandwidth of 1 to 2 Mbps, which is distributed 
across the entire available bandwidth of the 
channel. 


Q139: What does the term WiMAX stand for? 


A. Worldwide Internet Access 

B. Wireless Interoperability for Mobile Access 
C. Worldwide Interoperability for Microwave 
Access 

D. Wireless Integrated Mobile Access 


Answer: C. Worldwide Interoperability for 
Microwave Access 

Explanation: WiMAX stands for Worldwide 
Interoperability for Microwave Access, and it was 
named by the WiMAX Forum to promote 
conformity and interoperability. 


Q140: What is the maximum broadband data 
rate that WiMAX can achieve? 


A. | Megabit/second 
B. 5 Megabits/second 
C. 3 Megabits/second 
D. 10 Megabits/second 


Answer: C. 3 Megabits/second 
Explanation: WiMAX can achieve a maximum 
broadband data rate of up to 3 Megabits/second. 
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Q141: Which IEEE standard is associated with 
WiMAX technology? 


A. IEEE 802.11 
B. IEEE 802.15 
C. IEEE 802.16 
D. IEEE 802.20 


Answer: C. IEEE 802.16 
Explanation: The IEEE standard associated with 
WiMAX technology is IEEE 802.16. 


Q142: How does the WiMAX MAC layer differ 
from the Wi-Fi MAC layer in terms of data 
access? 


A. WiMAX uses a contention-based access 
method, while Wi-Fi uses scheduling algorithms. 
B. Wi-Fi uses contention-based access, while 
WiMAX uses a scheduling algorithm for access. 
C. Both WiMAX and Wi-Fi use a random 
interrupt basis for access. 

D. WiMAX and Wi-Fi use identical access 
methods. 


Answer: B. Wi-Fi uses contention-based access, 
while WiMAX uses a scheduling algorithm for 
access. 

Explanation: Wi-Fi uses a contention-based 
method where all subscriber stations compete for 
the access point's attention, while WiMAX uses a 
scheduling algorithm where the base station 
allocates access slots to subscriber stations. 


Q143: What potential role can WiMAX play in 
disaster management? 


A. Replacing cellular phone technologies 
B. Providing wired backup systems 

C. Enabling wireless broadband access 
D. Supporting only local area networks 


Answer: C. Enabling wireless broadband 
access 

Explanation: WiMAX can provide broadband 
wireless transmission of data, making it highly 
useful in disaster management for connecting 
different hotspots and enabling wireless 
broadband access. 


Q144: In what way can WiMAX be used in 
relation to cellular phone technologies? 


A. As a direct replacement for GSM and CDMA 
technologies 

B. As an overlay to increase capacity 

C. As a substitute for all cellular technologies 

D. As a method to enhance wired communication 


Answer: B. As an overlay to increase capacity 
Explanation: WiMAX can be used as an overlay 
to increase capacity for cellular phone 
technologies like GSM and CDMA or as a 
potential replacement candidate. 


Q145: What is a key difference in how WiMAX 
and Wi-Fi handle subscriber stations' access to 
the network? 


A. WiMAX requires multiple access attempts for 
each station, while Wi-Fi requires only one. 

B. WiMAX uses a scheduling algorithm to assign 
access slots, while Wi-Fi uses a contention-based 
approach. 

C. Wi-Fi assigns fixed time slots to all stations, 
while WiMAX allocates slots on demand. 

D. Both WiMAX and Wi-Fi use scheduling 
algorithms for access. 


Answer: B. WiMAX uses a scheduling 
algorithm to assign access slots, while Wi-Fi 
uses a contention-based approach. 
Explanation: WiMAX uses a scheduling 
algorithm where subscriber stations are allocated 
specific access slots by the base station, whereas 
Wi-Fi uses a contention-based approach where 
multiple stations compete for access. 


Q146: What is the primary purpose of 
Bluetooth technology? 


A. Long-range wireless communication 
B. Short-range wireless communication 
C. High-speed data transfer 
D. Wired data transmission 


Answer: B. Short-range wireless 
communication 
Explanation: Bluetooth technology is designed 
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for short-range wireless communication, typically 
up to 10 meters. 


Q147: How does Bluetooth technology facilitate 
communication between devices? 


A. Through a network of base stations 

B. By requiring a wired connection 

C. Through direct communication between 
devices 

D. By using a satellite link 


Answer: C. Through direct communication 
between devices 

Explanation: Bluetooth devices can communicate 
directly with each other without needing 
additional infrastructure or network support. 


Q148: What is the maximum number of slave 
devices that can be actively connected to a 
Bluetooth master device? 


A. 5 
B.7 
C. 10 
D. 15 


Answer: B. 7 

Explanation: Up to 7 slave devices can be 
actively connected to a single Bluetooth master 
device at any one time. 


Q149: What is the term used for the network 
formed by a master device and its connected 
slave devices in Bluetooth technology? 


A. Scatternet 

B. Mesh Network 
C. Piconet 

D. Ad-hoc Network 


Answer: C. Piconet 

Explanation: The network formed by a master 
device and its connected slave devices is called a 
piconet. 


Q150: What technology can be used to 
interconnect multiple piconets in Bluetooth 
networks? 


A. Mesh Network 
B. Scatternet 

C. WLAN 

D. PAN 


Answer: B. Scatternet 
Explanation: Multiple piconets can be 
interconnected to form a scatternet. 


Q151: Which of the following is NOT a 
potential application of Bluetooth technology? 


A. Receiving and sending email from mobiles 
B. Connecting a scanner to a computer without a 
cable 

C. Transferring data over long distances 

D. Making e-payments 


Answer: C. Transferring data over long 
distances 

Explanation: Bluetooth technology is designed 
for short-range communication, not for long- 
distance data transfer. 


Q152: What are the main advancements from 
2G to 3G mobile communication? 


A. Decreased bandwidth and enhanced security 
B. Increased bandwidth and support for high- 
speed data services 

C. Reduced data rates and improved voice quality 
D. Enhanced analog voice communication and 
lower data rates 


Answer: B. Increased bandwidth and support 
for high-speed data services 

Explanation: The main advancement from 2G to 
3G mobile communication is the increased 
bandwidth, which allows for high-speed data 
services such as video telephony and mobile 
Internet browsing. 


Q153: What are the technologies associated 
with 2G systems in India? 
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A. GSM and CDMA 

B. LTE and Wi-Fi 

C. WiMAX and Bluetooth 
D. 3G and 4G 


Answer: A. GSM and CDMA 

Explanation: In India, 2G mobile systems are 
associated with GSM (Global System for Mobile 
communications) and CDMA (Code Division 
Multiple Access) technologies. 


Q154: What is the purpose of the 
enhancements like GPRS and EDGE in 2.5G 
systems? 


A. To provide high-speed Internet access 

B. To improve multimedia messaging services 
(MMS) 

C. To enhance low-speed SMS services 

D. To enable video telephony 


Answer: B. To improve multimedia messaging 
services (MMS) 

Explanation: GPRS (General Packet Radio 
Service) and EDGE (Enhanced Data rates for 
GSM Evolution) were enhancements to 2G 
technology to support higher data rates, which 
enable better multimedia messaging services 
(MMS). 


Q155: What is the primary function of 
signalling in networks? 


A. To manage data encryption 

B. To establish and manage connections 
C. To ensure data packet integrity 

D. To control network hardware 


Answer: B. To establish and manage 
connections 

Explanation: Signalling in networks is crucial for 
establishing and managing connections, such as 
making calls or transferring packets. 


Q156: Which protocol is commonly used for 
real-time services like IP Telephony on IP- 
based packet networks? 


A. Media Gateway Control Protocol (MGCP) 
B. Session Initiation Protocol (SIP) 


C. Real-Time Control Protocol (RTCP) 
D. H.323 


Answer: D. H.323 

Explanation: H.323 is a key convergence 
protocol used to offer real-time services like IP 
Telephony on IP-based packet networks. 


Q157: What are the signalling protocols 
included in the convergence protocols for IP- 
based networks? 


A. H.323, GPRS, EDGE 

B. MGCP, SIP, RTCP 

C. GSM, CDMA, LTE 

D. Wi-Fi, Bluetooth, WIMAX 


Answer: B. MGCP, SIP, RTCP 

Explanation: Convergence signalling protocols 
for IP-based networks include Media Gateway 
Control Protocol (MGCP), Session Initiation 
Protocol (SIP), and Real-Time Control Protocol 
(RTCP). 


Q158: What does ITU-T recommendation 
H.323 facilitate? 


A. Internet browsing 

B. Interworking of circuit-switched networks and 
IP-based packet networks 

C. Wireless communication 

D. High-speed data transmission 


Answer: B. Interworking of circuit-switched 
networks and IP-based packet networks 
Explanation: ITU-T recommendation H.323 
allows for the interworking of circuit-switched 
networks and IP-based packet networks. 


Q159: What are the two transmission 
hierarchies emerging at the transmission level? 


A. TCP/IP and OSI Model 
B. SDH and OC 

C. GSM and CDMA 

D. 2G and 3G 


Answer: B. SDH and OC 
Explanation: The two emerging transmission 
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hierarchies are Synchronous Digital Hierarchy 
(SDH) and Optical Carrier (OC) hierarchy. 


Q160: What is the lowest speed level of 
SONET? 


A. OC1 
B. OC2 
C. OC3 
D. OC4 


Answer: A. OC1 
Explanation: The lowest speed of SONET is 
OC1, which operates at 51.84 Mbps. 


Q161: At what speed do SDH and OC systems 
operate at the OC3 level? 


A. 51.84 Mbps 
B. 155.52 Mbps 
C. 622.08 Mbps 
D. 2.488 Gbps 


Answer: B. 155.52 Mbps 
Explanation: SDH speeds start at the OC3 level, 
which corresponds to 155.52 Mbps. 


Q162: What is the basic speed of an ATM 
network equivalent to? 


A. OC1 
B. OC2 
C. OC3 
D. OC4 


Answer: C. OC3 
Explanation: The basic speed of an ATM network 
is equivalent to OC3, which is 155.52 Mbps. 


Q163: What are the three levels of the modern 
database architecture according to the 
ANSI/SPARC study group? 


A. External, Conceptual, Internal 
B. Physical, Logical, View 

C. User, System, Application 

D. Data, Metadata, Schema 


Answer: A. External, Conceptual, Internal 
Explanation: The three levels of modern database 
architecture are External, Conceptual, and 
Internal. 


Q164: What is the primary concern of the 
External Level in database architecture? 


A. The actual storage of data 

B. The formal description of data 

C. How individual users see the data 

D. The mapping between external and conceptual 
schemas 


Answer: C. How individual users see the data 
Explanation: The External Level is concerned 
with the way individual users see the data. 


Q165: What does the Conceptual Level in 
database architecture represent? 


A. The way data is physically stored 

B. The formal description of data of interest to the 
organization 

C. The external view defined by the user 

D. The mapping of data between storage and user 
views 


Answer: B. The formal description of data of 
interest to the organization 

Explanation: The Conceptual Level is a formal 
description of data of interest to the organization, 
independent of storage considerations. 


Q166: What is the focus of the Internal Level in 
database architecture? 


A. How users access the data 

B. The mapping between schemas 
C. The physical storage of data 
D. The formal data definitions 


Answer: C. The physical storage of data 
Explanation: The Internal Level focuses on the 
way data is actually stored. 
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Q167: What are the two languages combined to 
form a DSL (Data Definition Language)? 


A. Data Manipulation Language (DML) and Data 
Query Language (DQL) 

B. Data Definition Language (DDL) and Data 
Manipulation Language (DML) 

C. Data Description Language (DDL) and Data 
Access Language (DAL) 

D. Data Query Language (DQL) and Data Access 
Language (DAL) 


Answer: B. Data Definition Language (DDL) 
and Data Manipulation Language (DML) 
Explanation: A DSL is a combination of Data 
Definition Language (DDL) and Data 
Manipulation Language (DML). 


Q168: What is the purpose of Logical Data 
Independence? 


A. To change the internal schema without 
affecting the conceptual schema 

B. To change the conceptual schema without 
affecting external schemas or application 
programs 

C. To improve performance through physical file 
reorganisation 

D. To map requests and data among different 
database levels 


Answer: B. To change the conceptual schema 
without affecting external schemas or 
application programs 

Explanation: Logical Data Independence refers 
to the ability to change the conceptual schema 
without having to change the external schemas or 
application programs. 


Q169: What does Physical Data Independence 
refer to? 


A. Changing the external schema without 
affecting the internal schema 

B. Changing the internal schema without affecting 
the conceptual schema 

C. Changing the conceptual schema without 
affecting application programs 


D. Mapping data between external and conceptual 
schemas 


Answer: B. Changing the internal schema 
without affecting the conceptual schema 
Explanation: Physical Data Independence refers 
to the ability to change the internal schema 
without affecting the conceptual schema. 


Q170: How does a multi-level DBMS 
accommodate changes in schema? 


A. By altering the data directly 

B. By expanding the catalogue to include mapping 
information 

C. By modifying the external schema 

D. By changing the database storage system 


Answer: B. By expanding the catalogue to 
include mapping information 

Explanation: A multi-level DBMS expands the 
catalogue to include information on how to map 
requests and data among the levels. 


Q171: What is a characteristic of Menu-Based 
Interfaces for Web Clients or Browsing in a 
DBMS? 


A. Presents a form for user input 

B. Allows manipulation of diagrams to specify 
queries 

C. Provides a list of options and leads the user 
through request formulation 

D. Accepts and interprets natural language 
requests 


Answer: C. Provides a list of options and leads 
the user through request formulation 
Explanation: Menu-Based Interfaces present 
users with a list of options and guide them through 
the formulation of their queries. 


Q172: What is a key feature of Forms-Based 
Interfaces in a DBMS? 


A. Displays a schema in diagram form for query 
specification 

B. Accepts requests in natural language 

C. Allows users to fill out a form to insert new 
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data or modify existing data 
D. Contains commands for DBA staff only 


Answer: C. Allows users to fill out a form to 
insert new data or modify existing data 
Explanation: Forms-Based Interfaces display a 
form to users, enabling them to insert or modify 
data entries. 


Q173: How do Graphical User Interfaces 
(GUIs) differ from other DBMS interfaces? 


A. They use only menu options 

B. They display a schema in diagram form and 
allow query specification by manipulating the 
diagram 

C. They accept requests in natural language 
D. They provide a small set of commands for 
parametric users 


Answer: B. They display a schema in diagram 
form and allow query specification by 
manipulating the diagram 

Explanation: GUIs display schemas in diagram 
form and allow users to specify queries by 
manipulating these diagrams. 


Q174: What is the primary function of Natural 
Language Interfaces in a DBMS? 


A. To provide a list of options for queries 

B. To accept and understand requests made in 
written English or other languages 

C. To display forms for user input 

D. To offer a small set of commands for 
parametric users 


Answer: B. To accept and understand requests 
made in written English or other languages 
Explanation: Natural Language Interfaces accept 
requests in natural language and attempt to 
understand and interpret them. 


Q175: What distinguishes Interfaces for 
Parametric Users from other DBMS 
interfaces? 


A. They accept requests in natural language 

B. They offer a diagrammatic representation of 
schemas 

C. They are designed for users with a small set of 
operations and include commands to minimize 
keystrokes 

D. They provide forms for data entry and 
modification 


Answer: C. They are designed for users with a 

small set of operations and include commands 

to minimize keystrokes 

Explanation: Interfaces for Parametric Users are 
designed for those with a limited set of operations 
and include commands to minimize keystrokes. 


Q176: What type of commands do Interfaces 
for the DBA include? 


A. Commands for creating and managing user 
accounts, setting parameters, and reorganizing 
storage structures 

B. Commands for specifying queries through 
diagrams 

C. Commands for filling out forms to insert or 
modify data 

D. Commands for accepting and understanding 
natural language requests 


Answer: A. Commands for creating and 
managing user accounts, setting parameters, 
and reorganizing storage structures 
Explanation: Interfaces for the DBA include 
privileged commands for managing accounts, 
setting parameters, authorizing accounts, and 
reorganizing storage structures. 


Q177: Which of the following is NOT a 
common type of database model? 


A. Flat File Model 

B. Hierarchical Model 

C. Object Oriented Relational Model 
D. XML Model 


Answer: D. XML Model 

Explanation: The XML Model is not listed 
among the common types of database models. 
Common models include Flat File, Hierarchical, 
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Relational, Network, and Object Oriented 
Relational Models. 


Q178: Which database models are most 
preferred by the software industry today? 


A. Flat File and Hierarchical Models 

B. Relational and Object Oriented Relational 
Models 

C. Network and XML Models 

D. Hierarchical and Network Models 


Answer: B. Relational and Object Oriented 
Relational Models 

Explanation: The software industry 
predominantly prefers the Relational and Object 
Oriented Relational models. 


Q179: What is a characteristic of a flat file 
database? 


A. Data is organized hierarchically with parent- 
child relationships 

B. Data is stored in multiple tables with 
relationships between them 

C. All database information is contained within a 
single table 

D. Data is represented by a collection of records 
and relationships are diagrammatically viewed as 
pointers 


Answer: C. All database information is 
contained within a single table 

Explanation: A flat file database stores all its 
information in a single table, which can lead to 
issues such as data duplication and manual 
updates. 


Q180: How does a hierarchical database model 
represent data? 


A. As a collection of records with links 
representing relationships 

B. As a single table with all data parameters 

C. As an upside-down tree structure with a root 
and branching tables 

D. As objects with attributes and methods 


Answer: C. As an upside-down tree structure 
with a root and branching tables 


Explanation: The hierarchical database model 
represents data as an upside-down tree, where a 
root table branches out to other tables, resembling 
a parent-child relationship. 


Q181: In a hierarchical database model, how 
are relationships between data represented? 


A. As links and pointers between records 

B. As binary or many-one relationships 

C. As parent-child relationships with pointers 
D. As objects with attributes and methods 


Answer: C. As parent-child relationships with 
pointers 

Explanation: In a hierarchical database, 
relationships are represented by parent-child 
connections with links called pointers. 


Q182: What is a key feature of a Network 
Database Management System (DBMS)? 


A. Data is stored in a single table with fields for 
all parameters 

B. Relationships among data are represented as 
links and pointers 

C. Data is organized in a tree-like structure with a 
single root 

D. Data is stored as objects with attributes and 
methods 


Answer: B. Relationships among data are 
represented as links and pointers 
Explanation: In a Network DBMS, data is 
represented by records and the relationships are 
shown as links or pointers, allowing for complex 
many-to-one relationships. 


Q183: What do object-oriented databases store 
instead of simple data types? 


A. Flat file tables 

B. Hierarchical relationships 

C. Objects 

D. Records with links and pointers 


Answer: C. Objects 
Explanation: Object-oriented databases store 
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objects, which include attributes and methods, 
rather than just simple data types like integers or 
strings. 


Q184: What do attributes in an object-oriented 
database define? 


A. The behavior of an object 

B. The relationships between objects 
C. The characteristics of an object 
D. The structure of data in tables 


Answer: C. The characteristics of an object 
Explanation: Attributes in an object-oriented 
database define the characteristics or properties of 
an object, which can be simple data types or 
references to complex objects. 


Q185: What are methods in an object-oriented 
database? 


A. Data that defines the characteristics of an 
object 

B. Procedures or functions that define the 
behavior of an object 

C. Pointers used to locate records 

D. Links representing relationships among data 


Answer: B. Procedures or functions that define 
the behavior of an object 

Explanation: Methods in an object-oriented 
database define the behavior or actions that an 
object can perform, which were formerly known 
as procedures or functions. 


More info 


various DBMS architectures: 


DBMS Architectures 

Architecture Description 

Centralised - Mainframe Usage: Utilizes 
DBMS mainframes for processing 
Architecture user application programs, 


user interfaces, and DBMS 
functionality. 

- Dumb Terminals: Users 
access the system via 


terminals with no processing 
capabilities; only display 
information iS sent. 
- Transition: Dumb terminals 
replaced with workstations, 
leading to the development of 
client/server architecture. 


Client / Server 
Architecture 


- Specialised Servers: 
Defines servers with specific 
functions (file servers, print 
servers, web servers, database 
servers). 

- Client Machines: Access 
resources from specialized 
servers, provide user 
interfaces, and local 
processing for applications. 
- Server Machines: Provide 
services to clients such as file 
access, printing, and database 
access. 

- Client: User machine with 
user interface capabilities and 
local processing. 
- Server: Machine providing 
services to client machines. 


Two-Tier 
Client / Server 
Architecture 


- Relational DBMSs: User 
interfaces and application 
programs are moved to the 
client side. 
- SQL Usage: SQL provides a 
logical dividing point 
between client and server. 
- Query Server: Server 
handles query and transaction 
functionality. 

- ODBC: Standard API 
allowing client programs to 
call DBMS; provides 
interoperability between 
different database systems. 
- JDBC: Java standard for 
database access through a 
standard interface. 
- Architecture: Software 
components are distributed 
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over two systems (client and 
server). 


Three-Tier - Web Applications: Adds an 
Client/Server intermediate layer between 
Architecture client and database server. 
- Application Server: Acts as 
an intermediary, storing 
business rules and accessing 
data from the database. 
- Security: Improves database 
security by checking client 
credentials before forwarding 
requests. 

- Request Processing: Client 
requests are processed by the 
application server, which then 
sends commands to the 
database server and passes 
results back to the client. 
- Three Tiers: User interface, 
application rules, and data 
access. 


Q186: What is the main characteristic of text 
as a type of media? 


A. Includes numerals for calculations 

B. Composed of pixels and has a bit-mapped 
format 

C. Involves linked paths through textual 
documents 

D. Refers to digitized sound 


Answer: A. Includes numerals for calculations 
Explanation: Text refers to any typed material, 
including numbers and characters that must be 
read to gain meaning. 


Q187: What distinguishes hypertext from other 
types of media? 


A. It involves digitized sound 

B. It includes pictures and graphic elements 
C. It consists of linked paths through textual 
documents 

D. It records continuous events 


Answer: C. It consists of linked paths through 
textual documents 

Explanation: Hypertext involves non-linear 
writing where users follow linked paths through 
textual documents. 


Q188: What is a key feature of bit-mapped 
graphics? 


A. They are composed of mathematical formulas 
B. They are made of objects such as lines and 
curves 

C. They are composed of pixels 

D. They are used to record continuous events 


Answer: C. They are composed of pixels 
Explanation: Bit-mapped graphics, or raster 
images, are composed of pixels and are often 
created using paint programs. 


Q189: How do vector graphics differ from bit- 
mapped graphics? 


A. They are composed of pixels 

B. They use a mathematical formula for creation 
C. They are used for digitized sound 

D. They are created by rapidly showing still 
images 


Answer: B. They use a mathematical formula 
for creation 

Explanation: Vector graphics are created using 

mathematical formulas to represent objects such 
as lines and curves, unlike bit-mapped graphics 

which are pixel-based. 


Q190: What is the primary difference between 
animation and video? 


A. Animation uses a continuous event recording 
B. Video creates the illusion of movement from 
still images 

C. Animation begins with still images, while 
video records continuous events 

D. Video is composed of pixels and images 


Answer: C. Animation begins with still images, 
while video records continuous events 
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Explanation: Animation starts with still images 
and creates the illusion of movement, whereas 
video records real-time, continuous events. 


Q191: What is piped or streamed video? 


A. A method for creating the illusion of movement 
from still images 

B. A way to display video footage on a computer 
screen using a suitable video card 

C. A type of text that includes linked paths 
through documents 

D. A method for digitizing sound 


Answer: B. A way to display video footage on a 
computer screen using a suitable video card 
Explanation: Piped or streamed video involves 
using a video card to display video footage on a 
screen, with the computer having no control over 
the displayed signal. 


Q192: Which video format is commonly used 
for VCDs and DVDs? 


A. AVI 

B. MPEG 

C. Quicktime 
D. Real Player 


Answer: B. MPEG 

Explanation: MPEG is commonly used for VCDs 
(MPEG 1) and DVDs (MPEG 2), with MPEG 2 
offering higher resolution than MPEG 1. 


Q193: What is a key characteristic of AVI 
(Audio Video Interleave) files? 


A. They use a lossy compression format 

B. They are a bit mapped format 

C. They combine audio and video in one file 
D. They use vector graphics 


Answer: C. They combine audio and video in 
one file 

Explanation: AVI files are designed to combine 
audio and video into a single file format. 


Q194: Which image format is_ specifically 
designed to reduce the file size of full-color 
bitmaps? 


A. TIFF 
B. BMP 
C. JPG 
D. GIF 


Answer: C. JPG 

Explanation: JPG (Joint Photographics Experts 
Group) uses lossy compression to reduce the size 
of full-color bitmaps. 


Q195: What is the main advantage of using the 
GIF (Graphics Interchange Format) for 
images? 


A. It supports unlimited colors 

B. It uses a lossy compression algorithm 
C. It uses a lossless compression algorithm 
D. It is designed for vector graphics 


Answer: C. It uses a lossless compression 
algorithm 

Explanation: GIF uses a lossless compression 
algorithm but is limited to 256 colors. 


Q196: Which format is a proprietary digital 
format produced by Adobe to preserve the 
format and look of text documents? 


A. DOC 
B. TXT 
C. PDF 
D. RTF 


Answer: C. PDF 

Explanation: PDF (Portable Document Format) 
is a proprietary format by Adobe designed to 
preserve the format and appearance of documents. 


Q197: What is a key feature of MIDI (Musical 
Instrument Digital Interface) files? 


A. They store note information rather than sound 
B. They are uncompressed audio files 

C. They are used to store images 

D. They provide high-quality digitized audio 
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Answer: A. They store note information rather 
than sound 

Explanation: MIDI files store note information, 
resulting in smaller file sizes, but they require a 
synthesizer for playback. 


Q198: What distinguishes MP3 files from other 
audio formats? 


A. They are uncompressed audio files 

B. They are derived from audio layer 3 in an 
MPEG video 

C. They use a vector format 

D. They are used for text-based documents 


Answer: B. They are derived from audio layer 
3 in an MPEG video 

Explanation: MP3 files are derived from the 
audio layer 3 of MPEG, which compresses audio 
while maintaining relatively high quality. 


More info: 
table for different multimedia file formats: 
Multimedia File Formats 


Format Description 


Type 


Audio Video 
Interleave; a 
multimedia format 
developed by 
Microsoft for 
combining audio and 
video in a single file. 


Video AVI 


Real 


RealPlayer format for 
streaming audio and 
video. 


Flash 


Adobe Flash format 
for multimedia 
content, including 
animations and 
video. 


Shockwave 


Adobe Shockwave 
format for interactive 
multimedia and web 
applications. 


Image 


JPG 


Joint Photographics 
Experts Group; a 
lossy compression 
format for reducing 


file size of full-color 
bitmaps. 


EPS 


Encapsulated 
Postscript; uses 
vector graphics and is 
often used for 
printing, not display 
on screens. 


PICT 


Apple graphics 
format that can be 
either bit-mapped or 
vector. 


Motion Pictures 
Expert Group; 
includes MPEG-1 
(used on VCDs) and 
MPEG-2 (used on 
DVDs, higher 
resolution than 
MPEG-1). 


MPEG 


TIFF 


Tagged Image File 
Format; a bit-mapped 
format standard for 
scanned images. 


BMP 


Bit Map; an 
uncompressed bit- 
mapped format native 
to PCs. 


Apple digital video 
format, also available 
on PCs. 


QuickTime 


GIF 


Graphics Interchange 
Format; a bit-mapped 
format with lossless 
compression and a 
256-color limit. 


Text & 
Numbers 


TXT 


ASCII text or 


delimited text 
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exported from a 
database. 


DOC 


Microsoft Word file 
format. 


PDF 


Portable Document 
Format; a proprietary 
format from Adobe 
that preserves the 
format and 
appearance of 
documents. 


HTML 


Hypertext Mark-up 
Language; text-based 
language used by 
web browsers to 
render text, images, 
audio, and video. 


RTF 


Rich Text Format; a 
document format that 
can be read by 
various word 
processors. 


Audio 


WAV 


Wave file; digitized 
audio file of varying 
quality playable 
directly by a sound 
card, native to PCs. 


MIDI 


Musical Instrument 
Digital Interface; 
stores note 
information rather 
than sound, requires a 
synthesizer for 
playback. 


MP3 


MPEG Layer 3 
audio; derived from 
MPEG video, 
requires a software 
player for playback. 


Q199: What does the Copyright Act say about 
reproducing a literary work or making an 


adaptation? 


A. It is legal to reproduce or adapt without 
permission 

B. Permission is required from the author or 
producer 

C. Reproduction is allowed only if the work is not 
copyrighted 

D. Adaptation is allowed without any restriction 


Answer: B. Permission is required from the 
author or producer 

Explanation: The Copyright Act prohibits 
reproducing or adapting a literary work, including 
software, without the permission of the author or 
producer. 


Q200: What ethical issue arises with computer 
programs concerning copyright? 


A. They are difficult to copy and modify 

B. They are usually free to use 

C. They are relatively easy to copy and modify 
D. They have no copyright protection 


Answer: C. They are relatively easy to copy 
and modify 

Explanation: Computer programs can be easily 
copied and modified, raising ethical issues related 
to copyright infringement. 


Q201: What is the consequence of not 
acknowledging the source of images and sound 
files in multimedia development? 


A. It is a form of legal use 

B. It does not violate copyright laws 
C. It breaks copyright laws 

D. It is considered acceptable practice 


Answer: C. It breaks copyright laws 
Explanation: Failing to acknowledge the source 
of images and sound files is a violation of 
copyright laws. 


Q202: What distinguishes shareware from 
freeware? 


A. Shareware is free to use indefinitely, while 
freeware has a trial period 
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B. Shareware requires payment after a trial period, 
while freeware can be used freely without 
restrictions 

C. Shareware is never available for trial, while 
freeware always has a trial period 

D. Shareware cannot be copied, while freeware 
can be copied freely 


Answer: B. Shareware requires payment after 
a trial period, while freeware can be used freely 
without restrictions 

Explanation: Shareware allows a trial period 
before requiring payment, while freeware can be 
used and copied freely without cost. 


Q203: What does a single user software license 
permit? 


A. Use of the software on multiple computers 
B. Use of the software on a single computer 
C. Free copying and distribution 

D. Unlimited trial period 


Answer: B. Use of the software on a single 
computer 

Explanation: A single user license allows the 
software to be used on one computer only. 


Q204: What does a site license for software 
allow? 


A. Use on a single computer 

B. Use on a specified number of computers 
C. Unlimited copying and distribution 

D. Free use without any restrictions 


Answer: B. Use on a specified number of 
computers 

Explanation: A site license allows the software to 
be used on a designated number of computers 
within a particular location or organization. 


Q205: What is the primary function of a router 
in a network? 


A. To increase the signal strength of data packets 
B. To direct user packets encapsulated with IP 
addresses towards the destination 

C. To convert digital signals to analog 

D. To filter out unwanted network traffic 


Answer: B. To direct user packets encapsulated 
with IP addresses towards the destination 
Explanation: Routers direct data packets based 
on their IP addresses, functioning like telephone 
exchanges but for data networks. 


Q206: How do routers and telephone 
exchanges compare in their function? 


A. Routers forward phone calls, while telephone 
exchanges handle data packets 

B. Routers handle data packets, while telephone 
exchanges route phone calls 

C. Both handle data packets and phone calls 
equally 

D. Both convert digital signals to analog 


Answer: B. Routers handle data packets, while 
telephone exchanges route phone calls 
Explanation: Routers and telephone exchanges 
both route information, but routers manage data 
packets while telephone exchanges route phone 
calls. 


Q207: What are routing tables used for in 
routers? 


A. To increase the bandwidth of data transmission 
B. To maintain a log of network errors 

C. To store destination addresses and the 
corresponding output routes 

D. To filter network traffic 


Answer: C. To store destination addresses and 
the corresponding output routes 

Explanation: Routing tables contain destination 
addresses and routes to direct incoming packets to 
their correct destinations. 


Q208: What are the two broad categories of 
routing algorithms? 


A. Adaptive or dynamic and Fixed or static 

B. Local or remote and Manual or automatic 

C. Primary or secondary and Centralized or 
decentralized 

D. Linear or non-linear and Random or sequential 


SAKET SHARMA 


BLIE 224 ICT 


Answer: A. Adaptive or dynamic and Fixed or 
static 

Explanation: Routing algorithms are categorized 
as adaptive (dynamic) or fixed (static), depending 
on how they adjust routing decisions. 


Q209: How is the term "protocol" used in the 
context of networking? 


A. As a strict official procedure in state affairs 

B. As a set of rules for communication and 
interaction in a network 

C. As a document specifying seating arrangements 
for state functions 

D. As a code of conduct for diplomatic occasions 


Answer: B. As a set of rules for communication 
and interaction in a network 

Explanation: In networking, "protocol" refers to 
a set of rules governing communication and 
interaction between network devices. 


Q210: What is the purpose of packet formation 
in data networks? 


A. To combine multiple packets into a single 
message 

B. To break user messages into fixed-size packets 
for transmission 

C. To ensure packets are encrypted during 
transmission 

D. To check for errors in packet transmission 


Answer: B. To break user messages into fixed- 
size packets for transmission 

Explanation: Packet formation involves breaking 
user messages into fixed-size packets, as networks 
typically have a maximum packet size. 


Q211: Why might packets arrive out of 
sequence at the destination? 


A. Due to network congestion 

B. Because routers make independent forwarding 
decisions 

C. Because of packet encryption issues 

D. Due to packet loss 


Answer: B. Because routers make independent 
forwarding decisions 


Explanation: Routers take independent 
forwarding decisions, which can result in packets 
arriving out of sequence if multiple routes exist 
for the same destination. 


Q212: What is the role of synchronization in 
packet transmission? 


A. To ensure the packet size is consistent 

B. To establish readiness and agree on transfer 
parameters between sending and receiving stations 
C. To encrypt packets for secure transmission 

D. To validate the content of the packets 


Answer: B. To establish readiness and agree on 
transfer parameters between sending and 
receiving stations 

Explanation: Synchronization involves 
exchanging handshake signals to agree on transfer 
speeds and buffer sizes before packet transmission 
begins. 


Q213: How does a sending station indicate the 
start and end of a packet? 


A. By using encryption codes 

B. By sending start of text (STX) and end of text 
(ETX) bit patterns 

C. By adjusting packet sizes 

D. By verifying packet integrity 


Answer: B. By sending start of text (STX) and 
end of text (ETX) bit patterns 

Explanation: STX and ETX bit patterns are used 
to signal the start and end of a packet during 
transmission. 


Q214: What is encapsulation in the context of 
packet transmission? 


A. The process of compressing data packets 
B. The process of wrapping a packet with 
additional headers for compatibility with a 
different network 

C. The process of encrypting data packets 
D. The process of segmenting a packet into 
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Answer: B. The process of wrapping a packet 
with additional headers for compatibility with 
a different network 

Explanation: Encapsulation involves adding 
additional headers to a packet to make it 
compatible with a different network, similar to 
putting one envelope inside another. 


Q215: What is the purpose of format 
conversion in packet transmission? 


A. To convert packets to a different size 

B. To ensure packets are encrypted 

C. To change packet formats when moving 
between incompatible networks 

D. To compress data packets 


Answer: C. To change packet formats when 
moving between incompatible networks 
Explanation: Format conversion is necessary 
when moving packets between networks with 
different format requirements, such as Ethernet 
and Token Ring LANs. 


Q216: What technique is used in Automatic 
Repeat reQuest (ARQ) for error recovery? 


A. Using forward error correction codes 

B. Requesting retransmission of packets when 
errors are detected 

C. Encrypting packets to prevent errors 

D. Compressing packets to reduce error rates 


Answer: B. Requesting retransmission of 
packets when errors are detected 
Explanation: ARQ involves detecting errors in 
packets and requesting retransmission from the 
sending station. 


Q217: How do session protocols contribute to 
network communication? 


A. By encrypting data packets during transmission 
B. By managing the establishment, execution, and 
termination of sessions between a server and 
client 

C. By ensuring data packets are of consistent size 
D. By converting packet formats 


Answer: B. By managing the establishment, 
execution, and termination of sessions between 
a server and client 

Explanation: Session protocols handle various 
tasks needed to establish, manage, and terminate 
different types of network sessions. 


Q218: What is packet loss, and how can it 
affect network communication? 


A. The loss of connection due to encryption issues 
B. The loss of data packets during transmission, 
which can be recovered by some protocols 

C. The loss of data due to insufficient bandwidth 
D. The loss of packets due to format conversion 
errors 


Answer: B. The loss of data packets during 
transmission, which can be recovered by some 
protocols 

Explanation: Packet loss refers to the loss of 
packets during transmission, which some 
protocols can recover from, for example, through 
session resumption features. 


Q219: What is the primary function of the 
Internet Protocol (IP)? 


A. To manage network security 

B. To form and direct data packets across the 
Internet 

C. To encrypt data for secure transmission 
D. To maintain network hardware 


Answer: B. To form and direct data packets 
across the Internet 

Explanation: IP is fundamental for forming and 
directing data packets, or datagrams, across the 
Internet. 


Q220: What term is used to uniquely identify 
packets in IP networks? 


A. Datagram 
B. Frame 

C. Segment 
D. Packet 


Answer: A. Datagram 
Explanation: The term "datagram" is used to 
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specifically refer to IP packets to distinguish them 
from other types of packets in different networks. 


Q221: How does IP ensure that a user can send 
datagrams to any computer on the Internet 
regardless of the network's complexity? 


A. By encrypting datagrams for secure delivery 
B. By making different networks appear as a 
single seamless network 

C. By compressing datagrams to reduce size 
D. By guaranteeing datagram delivery 


Answer: B. By making different networks 
appear as a single seamless network 
Explanation: IP abstracts the complexity of 
different networks, making the Internet appear as 
a single cohesive network to users. 


Q222: How does IP handle datagram delivery? 


A. By guaranteeing delivery with 
acknowledgments 

B. By delivering datagrams on a best-efforts basis 
without guarantees 

C. By encrypting all datagrams 

D. By compressing datagrams to fit network limits 


Answer: B. By delivering datagrams on a best- 
efforts basis without guarantees 

Explanation: IP delivers datagrams on a best- 
efforts basis, meaning it does not guarantee 
delivery, which is managed by higher-level 
protocols like TCP. 


Q223: What is the maximum size of an IP 
datagram including the header and payload? 


A. 128 bytes 

B. 1 megabyte 
C. 64 kilobytes 
D. 256 kilobytes 


Answer: C. 64 kilobytes 

Explanation: The maximum theoretical size of an 
IP datagram is 64 kilobytes, though in practice, 
the maximum size may be set lower by individual 
networks. 


Q224: What happens if a datagram exceeds the 
Maximum Transfer Unit (MTU) of a network? 


A. The datagram is discarded 

B. The datagram is compressed 

C. The datagram is fragmented and reassembled 
D. The datagram is encrypted 


Answer: C. The datagram is fragmented and 
reassembled 

Explanation: If a datagram is larger than the 
MTU of a network, it is fragmented into smaller 
pieces for transmission and reassembled at the 
destination. 


Q225: What is indicated by the 'M' field in the 
IP header? 


A. The datagram is encrypted 

B. The datagram is being compressed 
C. More fragments are to come 

D. The datagram is to be discarded 


Answer: C. More fragments are to come 
Explanation: The 'M' (More Fragments) field 
indicates whether additional fragments of the 
datagram are to follow. It is set to 'l' for all but the 
last fragment. 


Q226: What does the 'D' field in the IP header 
indicate? 


A. Datagram is encrypted 

B. Datagram should not be fragmented 
C. Datagram is compressed 

D. Datagram is acknowledged 


Answer: B. Datagram should not be 
fragmented 

Explanation: The 'D' (Don't Fragment) field, 
when set to 'l', indicates that the datagram should 
not be fragmented during transmission. 


Q227: What is the purpose of the 'Time to 
Live' (TTL) field in an IP datagram? 
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A. To ensure datagrams are delivered within a 
specific time frame 

B. To control the maximum number of hops a 

datagram can take before being discarded 

C. To encrypt the datagram for secure delivery 
D. To compress the datagram for efficiency 


Answer: B. To control the maximum number of 
hops a datagram can take before being 
discarded 

Explanation: The "Time to Live' (TTL) field 
limits the number of hops a datagram can make to 
prevent it from wandering indefinitely due to 
routing errors. 


Q228: What do IP addresses IPv4 and IPv6 
represent? 


A. Different types of encryption methods 

B. Different versions of IP addressing formats 
C. Different types of packet compression 

D. Different methods of data encryption 


Answer: B. Different versions of IP addressing 
formats 

Explanation: [Pv4 and IPv6 are different versions 
of IP addressing formats, with IPv4 using 32-bit 
addresses and IPv6 using 128-bit addresses. 


Q229: What is the primary function of User 
Datagram Protocol (UDP)? 


A. To provide connection-oriented communication 
B. To offer a connectionless service and 
encapsulate user messages 

C. To encrypt user data for secure transmission 

D. To establish reliable connections with delivery 
guarantees 


Answer: B. To offer a connectionless service 
and encapsulate user messages 
Explanation: UDP provides a connectionless 
service by encapsulating user messages and 
passing them to IP, but it does not guarantee 
delivery. 


Q230: How does UDP differ from IP in terms of 
datagram handling? 


A. UDP guarantees delivery of datagrams 

B. UDP uses port numbers to identify processes 
C. UDP encrypts datagrams for security 

D. UDP ensures datagrams are never lost 


Answer: B. UDP uses port numbers to identify 
processes 

Explanation: UDP uses port numbers in its 
header to identify the source and destination 
processes, which is a key difference from IP. 


Q231: What information does the UDP header 
contain? 


A. Source and destination IP addresses 
B. Source and destination port numbers 
C. Encryption and decryption keys 

D. Routing and forwarding details 


Answer: B. Source and destination port 
numbers 

Explanation: The UDP header contains source 
and destination port numbers to direct the 
datagram to the correct application or process. 


Q232: What does the 'UDP Length’ field 
specify? 


A. The total length of the datagram including data 
and header 

B. The maximum allowable size of the datagram 
C. The length of the payload only 

D. The number of bytes in the header 


Answer: A. The total length of the datagram 
including data and header 

Explanation: The 'UDP Length’ field specifies the 
total length of the datagram, including both the 
header and the payload. 


Q233: How does UDP handle error control? 


A. Through built-in error correction and 
retransmission 

B. Using ARQ techniques and acknowledgments 
C. Error control is done only for the header, not 
the entire datagram 

D. By encrypting data to prevent errors 


SAKET SHARMA 


BLIE 224 ICT 


Answer: C. Error control is done only for the 
header, not the entire datagram 

Explanation: UDP includes optional error control 
for the header, but error control for the entire 
datagram is handled at the application level. 


Q234: What is the key characteristic of UDP's 
service model? 


A. Connection-oriented with guaranteed delivery 
B. Connectionless with no delivery guarantee 

C. Encrypted for secure communication 

D. Reliable with acknowledgment for each 
datagram 


Answer: B. Connectionless with no delivery 
guarantee 

Explanation: UDP operates on a connectionless 
model and does not guarantee delivery or provide 
acknowledgments. 


Q235: What is the primary function of 
Transmission Control Protocol (TCP)? 


A. To provide connectionless communication 
B. To establish a reliable, connection-oriented 
service 

C. To encrypt and secure data transmissions 

D. To deliver datagrams without error detection 


Answer: B. To establish a reliable, connection- 
oriented service 

Explanation: TCP provides a connection-oriented 
service with guaranteed delivery and error-free 
communication. 


Q236: Which mechanism does TCP use to 
ensure reliable data transmission? 


A. Encryption and decryption 

B. Automatic Repeat reQuest (ARQ) and 
acknowledgments 

C. Data compression and splitting 

D. Randomized data routing 


Answer: B. Automatic Repeat reQuest (ARQ) 
and acknowledgments 
Explanation: TCP uses ARQ techniques and 


acknowledgments to detect errors, handle lost 
datagrams, and ensure reliable transmission. 


Q237: How does TCP handle duplicate 
datagrams? 


A. By ignoring all but one copy of the duplicate 
datagram 

B. By encrypting all copies of the datagram 

C. By compressing the duplicate datagrams 

D. By sending multiple copies for redundancy 


Answer: A. By ignoring all but one copy of the 
duplicate datagram 

Explanation: TCP identifies and discards 
duplicate datagrams, accepting only the first error- 
free copy. 


Q238: What role does the timer mechanism 
play in TCP? 


A. It encrypts data for secure transmission 
B. It monitors the acknowledgment of sent 
datagrams 

C. It compresses data for efficiency 

D. It manages the routing of datagrams 


Answer: B. It monitors the acknowledgment of 
sent datagrams 

Explanation: The timer mechanism in TCP 
ensures that a datagram is retransmitted if an 
acknowledgment is not received within a specified 
time. 


Q239: What is the primary function of File 
Transfer Protocol (FTP)? 


A. To transfer files between computers on the 
Internet 

B. To provide real-time communication between 
users 

C. To encrypt data transmitted over the Internet 
D. To establish secure connections for remote 
access 


Answer: A. To transfer files between computers 
on the Internet 

Explanation: FTP is designed to transfer files 
from one computer to another over the Internet. 
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Q240: What is the first step a user takes to use 
FTP for file transfer? 


A. Enter a valid user name and password 
B. Invoke the FTP client application 

C. Enter the remote computer's IP address 
D. Close the FTP client application 


Answer: B. Invoke the FTP client application 
Explanation: The user first needs to invoke the 
FTP client application on their computer. 


Q241: How does FTP handle file types during 
transfer? 


A. It transfers all files in encrypted format 

B. It treats non-text files as binary and text files as 
binary 

C. It recognizes and transfers files based on their 
format 

D. It treats text files and binary files according to 
specified formats 


Answer: D. It treats text files and binary files 
according to specified formats 

Explanation: FTP recognizes files as either text 
or binary and handles them accordingly, but 
binary format is used for all file types if the 
format is uncertain. 


Q242: What is the purpose of the 'anonymous' 
account in FTP? 


A. To provide access to files without needing a 
user account 

B. To encrypt files for secure access 

C. To establish a secure connection to the FTP 
server 

D. To verify the authenticity of files 


Answer: A. To provide access to files without 
needing a user account 

Explanation: The 'anonymous' account allows 
users to access public files on FTP servers without 
requiring a personal account. 


Q243: What is the role of the 'open' command 
in FTP? 


A. To close the FTP client application 

B. To establish a connection with a remote 
computer 

C. To list files on the remote computer 

D. To transfer files from the remote computer to 
the local computer 


Answer: B. To establish a connection with a 
remote computer 

Explanation: The 'open' command is used to 
initiate a connection between the FTP client and 
the remote computer. 


Q244: How does Telnet allow a user to interact 
with a remote computer? 


A. By transferring files between local and remote 
computers 

B. By executing programs and accessing resources 
on the remote machine 

C. By encrypting data transmitted to and from the 
remote machine 

D. By providing a secure connection for email 
communication 


Answer: B. By executing programs and 
accessing resources on the remote machine 
Explanation: Telnet allows users to log into a 
remote computer and interact with it as if it were a 
local terminal. 


Q245: What happens if a Telnet session causes 
the local computer to hang? 


A. The session will automatically end 

B. The user can switch to local program using a 
special keystroke 

C. The remote computer will send a reset signal 
D. The connection will be secured automatically 


Answer: B. The user can switch to local 
program using a special keystroke 
Explanation: Telnet allows users to switch 
between the remote session and local program 
using a special keystroke combination, such as 
Ctrl + ]. 
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Q246: How does Telnet ensure that the local 
computer can interact with the remote 
machine? 


A. By using encryption to protect data 

B. By running both the Telnet client and server 
programs 

C. By forwarding all keystrokes to the remote 
machine 

D. By automatically terminating the session on 
errors 


Answer: C. By forwarding all keystrokes to the 
remote machine 

Explanation: Telnet forwards all keystrokes from 
the local computer to the remote machine, 
allowing for interactive sessions. 


Q247: What is the primary function of the 
Telnet client? 


A. To establish a connection with the remote 
computer 

B. To transfer files between local and remote 
computers 

C. To encrypt communications between machines 
D. To manage network security 


Answer: A. To establish a connection with the 
remote computer 

Explanation: The Telnet client initiates a 
connection to a remote computer, enabling the 
user to interact with it. 


Q248: What is a common issue that can occur 
during a Telnet session? 


A. The remote computer might freeze, causing the 
local computer to hang 

B. The local computer might automatically update 
its software 

C. The remote computer will automatically end 
the session 

D. The Telnet client will automatically encrypt the 
data 


Answer: A. The remote computer might freeze, 
causing the local computer to hang 


Explanation: If the remote computer 
malfunctions or freezes, it can cause the local 
computer to hang. 


Q249: What is the primary goal of cell 
switching? 


A. To minimize problems experienced in virtual 
circuit switching 

B. To provide continuous and synchronous 
information transfer 

C. To establish a fixed route for packet delivery 
D. To utilize dedicated physical resources 
exclusively 


Answer: A. To minimize problems experienced 
in virtual circuit switching 

Explanation: Cell switching aims to address 
issues in virtual circuit switching by redefining 
packets as smaller cells and improving switching 
speeds. 


Q250: What is the main advantage of circuit 
switching? 


A. Direct connection between communicating 
entities with no delay 

B. Efficient utilization of network resources 
C. Flexibility in packet routing 

D. Ability to handle high-speed data transfers 


Answer: A. Direct connection between 
communicating entities with no delay 
Explanation: Circuit switching provides a direct 
and dedicated connection, ensuring smooth and 
in-sequence delivery without delays caused by 
network elements. 


Q251: How does packet switching differ from 
circuit switching? 


A. Packet switching establishes a dedicated circuit 
for communication 

B. Packet switching splits messages into packets 
and uses a fixed route 

C. Packet switching involves establishing a two- 
way link before communication 

D. Packet switching uses dedicated physical 
resources for the entire session 
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Answer: B. Packet switching splits messages 
into packets and uses a fixed route 
Explanation: Packet switching breaks messages 
into packets and uses a network approach to route 
them to the destination, rather than establishing a 
dedicated circuit. 


Q252: What is the role of the Virtual Circuit 
Number (VCN) in virtual circuit switching? 


A. To define the source and destination addresses 
and the message route 

B. To encrypt the data for secure transmission 

C. To establish a physical connection between two 
devices 

D. To manage the synchronous arrival of packets 


Answer: A. To define the source and 
destination addresses and the message route 
Explanation: The VCN identifies the source, 
destination, and route for packets, reducing header 
size and simplifying routing. 


Q253: Why is cell switching considered a major 
advancement over packet switching? 


A. It uses fixed-size packets for more efficient 
routing 

B. It ensures minimal network delay and efficient 
resource utilization 

C. It provides continuous and synchronous 
information transfer 

D. It uses a larger header size to include more 
information 


Answer: B. It ensures minimal network delay 
and efficient resource utilization 
Explanation: Cell switching reduces delays and 
efficiently uses network resources by employing 
small fixed-size cells and fast switching. 


Q254: What is the typical size of a cell in cell 
switching? 


A. 48 bytes of payload and 5 bytes of header 
B. 53 bytes of payload and 5 bytes of header 
C. 48 bytes of header and 5 bytes of payload 
D. 64 bytes of payload and 4 bytes of header 


Answer: B. 53 bytes of payload and 5 bytes of 
header 

Explanation: In cell switching, the standard cell 
size is 53 bytes, with 48 bytes dedicated to 
payload and 5 bytes to the header. 


Q255: What is a key characteristic of 
Asynchronous Transfer Mode (ATM) 
networks? 


A. Cells are switched at fixed time intervals 

B. Cells are switched in the order they arrive, 
regardless of their source message 

C. ATM uses synchronous arrival of cells for 
consistent data flow 

D. It exclusively uses virtual circuits for packet 
routing 


Answer: B. Cells are switched in the order they 
arrive, regardless of their source message 
Explanation: ATM networks switch cells as they 
arrive, without requiring synchronous timing 
between cells, making effective use of network 
resources. 


Q256: How does ATM achieve convergence 
between circuit and packet switching? 


A. By providing dedicated resources for each 
service 

B. By ensuring synchronous data transfer for all 
messages 

C. By using cell switching to combine the features 
of both methods 

D. By employing a fixed route for every packet 


Answer: C. By using cell switching to combine 
the features of both methods 

Explanation: ATM combines aspects of both 
circuit and packet switching by using cell 
switching, which allows for efficient and flexible 
data transmission. 


Q257: What is the main advantage of Multi 
Protocol Label Switching (MPLS) over 
traditional IP routing? 


A. MPLS simplifies routing by using labels 
instead of examining destination addresses 
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B. MPLS provides end-to-end encryption for IP 
packets 

C. MPLS requires no special hardware or 
software 

D. MPLS eliminates the need for virtual circuits 


Answer: A. MPLS simplifies routing by using 
labels instead of examining destination 
addresses 

Explanation: MPLS uses labels to identify 
packets, reducing the need to examine destination 
addresses and simplifying routing, which speeds 
up packet forwarding. 


Q258: How does MPLS improve router 
efficiency? 


A. By allowing routers to use conventional 
communication protocols 

B. By encapsulating IP packets with labels for 
faster routing 

C. By enabling user machines to run MPLS 
protocols 

D. By removing the need for routing tables 


Answer: B. By encapsulating IP packets with 
labels for faster routing 

Explanation: MPLS improves router efficiency 
by encapsulating IP packets with labels, which 
simplifies and speeds up the routing process. 


Q259: What are the two ways labels can be 
assigned to IP packets in MPLS? 


A. Data-driven and control-driven assignments 
B. Static and dynamic assignments 

C. Manual and automatic assignments 

D. Direct and indirect assignments 


Answer: A. Data-driven and control-driven 
assignments 

Explanation: Labels can be assigned through 
data-driven or control-driven methods, with each 
method involving different processes for label 
distribution. 


Q260: In the data-driven assignment method of 
MPLS, how is a label for a packet determined? 


A. The packet contacts the destination router 
directly for a label 

B. The packet’s label is assigned based on the 
source IP address 

C. The packet’s current router requests a label 
from the next MPLS-capable router in the path 
D. The packet uses a static label assigned during 
initial setup 


Answer: C. The packet’s current router 
requests a label from the next MPLS-capable 
router in the path 

Explanation: In data-driven assignment, the 
packet’s current router requests a label from the 
next MPLS-capable router, which then forwards 
the packet with the assigned label. 


Q261: What does the term "multi-protocol" in 
MPLS signify? 


A. MPLS routers can handle packets from 
multiple network protocols 

B. MPLS supports multiple types of encryption 
protocols 

C. MPLS operates across multiple layers of the 
OSI model 

D. MPLS is designed for multiple simultaneous 
data transfers 


Answer: A. MPLS routers can handle packets 
from multiple network protocols 

Explanation: The term "multi-protocol" indicates 
that MPLS can forward packets from various 
protocols like TCP and FTP, not just IP packets. 


Q262: In control-driven assignment, how do 
routers determine labels for packet routing? 


A. Routers create labels for their host computers 
and share them with neighbors 

B. Routers use pre-configured labels from a 
central authority 

C. Routers dynamically generate labels based on 
traffic load 

D. Routers receive labels from the destination 
router directly 


Answer: A. Routers create labels for their host 
computers and share them with neighbors 
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Explanation: In control-driven assignment, 
routers generate labels for their hosts and 
distribute these labels to neighboring routers, 
which helps in determining the routing path. 


Q263: What is the purpose of the zone code in 
the international telephone numbering 
scheme? 


A. To identify the continent where the telephone 
number is located 

B. To specify the geographical region within a 
country 

C. To indicate the international dialing code for a 
specific region 

D. To determine the local service provider 


Answer: C. To indicate the international 
dialing code for a specific region 

Explanation: The zone code is used to indicate 
the international dialing code for a specific region, 
helping to uniquely identify the region in the 
global numbering plan. 


Q264: How are country codes structured in the 
international telephone numbering plan? 


A. Country codes are always three digits long 
B. Country codes vary in length, with shorter 
codes for larger populations 

C. Country codes are assigned based on the 
number of service providers 

D. Country codes are identical to the zone codes 


Answer: B. Country codes vary in length, with 
shorter codes for larger populations 
Explanation: Country codes are designed to be 
variable in length, with shorter codes typically 
assigned to countries with larger populations and 
longer codes to those with smaller populations. 


Q265: In the Indian telephone numbering plan, 
what does the Subscriber Trunk Dialling (STD) 
code indicate? 


A. The specific service provider in a region 

B. The region and sub-area within the country 
C. The international dialing code for India 

D. The exchange code of the telephone number 


Answer: B. The region and sub-area within the 
country 

Explanation: The STD code indicates the region 
and sub-area within the country, helping to route 
calls to specific geographic locations. 


Q266: What is the role of the operator code 
(OC) in telephone numbering? 


A. To identify the region of the country 

B. To specify the line number within an exchange 
C. To distinguish between different service 
providers in an area 

D. To determine the international dialing code 


Answer: C. To distinguish between different 
service providers in an area 

Explanation: The operator code is used to 
identify different service providers in an area, 
especially when multiple operators are present. 


Q267: How many digits are typically used for 
the exchange code (EC) in telephone 
numbering? 


A. One or two digits 
B. Two or three digits 
C. Three or four digits 
D. Four or five digits 


Answer: B. Two or three digits 

Explanation: The exchange code is usually two 
or three digits long, depending on the number of 
exchanges in a city or town. 


Q268: What is the maximum length of a 
telephone number according to the 
international numbering plan? 


A. 10 digits 
B. 12 digits 
C. 15 digits 
D. 20 digits 


Answer: B. 12 digits 
Explanation: The maximum length of a 
telephone number, including the zone code, 
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country code, and national number, is 12 digits 
according to the international numbering plan. 
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IPv4 Address Notation 


Dotted Decimal Notation: Addresses are 
represented as four decimal numbers 
separated by dots (e.g., 183.41.235.7). 


Binary Notation: 32-bit binary 
representation (e.g., 10110111 00101001 
11101011 00000111). 


Hexadecimal Notation: Alternative 
representation using hexadecimal digits 
(e.g., B7.29.EB.07). 


CIDR (Classless Inter-Domain Routing) 


Purpose: Allocates IP addresses in 
variable-length blocks to improve 
efficiency. 
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e Subnet Mask: Indicates the length of the 
network address (e.g., 255.255.240.0 for a 
/20 network). 


IPv6 Addressing 
e Address Length: 128 bits. 


e Address Space: ~3.4 x 10%38 addresses, 
which is ample for future growth. 


e Expected Uses: Addressing a wide range 
of devices including everyday items like 
appliances, vehicles, and more. 


This table covers the fundamental aspects of IPv4 
and IPv6 addressing, including the structure, 
address space, and notation. If you need additional 
details or further explanations, let me know! 


Q269. What is the primary reason for the 
introduction of IPv6? 


A. To provide a larger address space due to the 
exhaustion of IPv4 addresses. 


B. To increase the speed of data transmission over 
the Internet. 


C. To replace the need for DNS in Internet 
addressing. 


D. To simplify the structure of IP addresses. 


Answer: A 


Q270. How many bits are used in an IPv4 
address? 


A. 64 bits 
B. 128 bits 
C. 32 bits 
D. 16 bits 


Answer: C 


Q271. How many unique addresses can IPv4 
support? 


A. Approximately 4 billion 
B. Approximately 16 million 


C. Approximately 256 million 
D. Approximately 1 billion 


Answer: A 


Q272. What is the main limitation of IPv4 that led 
to the development of IPv6? 


A. Insufficient address space 

B. Lack of support for mobile devices 
C. Complexity in address management 
D. High cost of implementation 


Answer: A 


Q273. How are IPv4 addresses typically presented 
for convenience and clarity? 


A. In hexadecimal notation 
B. In binary notation 

C. In dotted decimal notation 
D. In octal notation 


Answer: C 


Q274. What is the address space size of IPv6? 
A. 2128 unique addresses 

B. 232 unique addresses 

C. 2%64 unique addresses 

D. 2“16 unique addresses 


Answer: A 


Q275. In IPv4 addressing, what does the "Class" 
field determine? 


A. The size of the network and host portions of 
the address 


B. The encryption level of the data transmitted 


C. The speed of data transmission 
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D. The physical location of the host 


Answer: A 


Q276. Which class of IPv4 address provides for 
the largest possible network? 


A. Class A 
B. Class B 
C. Class C 
D. Class D 


Answer: A 


Q277. What is CIDR, and what is its primary 
benefit? 


A. Classless Inter-Domain Routing; it allows more 
efficient use of IP address space 


B. Classless Internet Data Routing; it speeds up 
data transmission 


C. Classful Inter-Domain Routing; it simplifies 
network configuration 


D. Classful Internet Data Routing; it provides 
additional security 


Answer: A 


Q278. What does the subnet mask in IPv4 address 
notation indicate? 


A. The number of bits used for the network 
address 


B. The total number of hosts in the network 
C. The speed of the network connection 
D. The geographical location of the network 


Answer: A 


Q279. What is the maximum number of hosts that 
a Class C network can support? 


A. 254 hosts 


B. 16 million hosts 
C. 64,000 hosts 
D. 1024 hosts 


Answer: A 


Q280. Which class of IPv4 address is used for 
multicasting? 


A. Class D 
B. Class A 
C. Class B 
D. Class C 


Answer: A 


Q281. How does the length of network addresses 
in CIDR compare to classful addressing? 


A. CIDR allows for variable length network 
addresses, while classful addressing uses fixed 
lengths. 


B. CIDR uses fixed lengths, while classful 
addressing allows for variable lengths. 


C. Both CIDR and classful addressing use fixed 
lengths for network addresses. 


D. Both CIDR and classful addressing use 
variable lengths for network addresses. 


Answer: A 


Q282. What notation is used to indicate the length 
of the network address in CIDR? 


A. A number at the end of the IP address, after a 
slash 


B. A hexadecimal value in parentheses 
C. A binary string in square brackets 
D. A decimal number following a colon 


Answer: A 
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Q283. What are the primary types of addresses 
managed by ICANN? 


A. Network addresses 

B. Host addresses 

C. Domain names 

D. Service provider codes 


Answer: A 


Q284. What is the size of the IPv6 address space 
compared to the world population? 


A. Approximately 10%28 times larger 
B. Approximately 10%18 times larger 
C. Approximately 10“8 times larger 
D. Approximately 10°38 times larger 
Answer: A 


Q269. What is the primary purpose of 
Hypertext Transfer Protocol (HTTP)? 


A. To secure data transmission on the internet 


B. To specify how clients send requests and 
servers respond 


C. To store user preferences on the client’s 
system 


D. To establish a TCP connection on Port 80 


Answer: B. To specify how clients send requests 
and servers respond 


Explanation: HTTP is the protocol used to define 
how web clients (browsers) send requests to web 
servers and how the servers respond. It is not 
specifically for security, storage of preferences, or 
establishing TCP connections, although it does 
operate over TCP on Port 80. 


Q270. What does the reserved word "GET" in 
an HTTP request signify? 


A. Authentication of the user 


B. Storing a web page 


C. Reading a web page 
D. Deleting a web page 
Answer: C. Reading a web page 


Explanation: In HTTP, "GET" is a method used 
to request a read operation for a web page or 
resource. It does not involve storing, deleting, or 
authenticating actions. 


Q271. Which of the following methods is used 
to append information to an existing web page? 


A. GET 

B. POST 

C. PUT 

D. DELETE 
Answer: B. POST 


Explanation: The POST method in HTTP is used 
to send data to a server to be appended to an 
existing resource, such as posting a comment or 
submitting a form. GET retrieves data, PUT 
updates or creates a resource, and DELETE 
removes a resource. 


Q272. How does HTTPS differ from HTTP? 

A. It is used for secure communications 

B. It uses ASCII strings for requests 

C. It operates on Port 80 

D. It does not support pipelining of requests 
Answer: A. It is used for secure communications 


Explanation: HTTPS is an extension of HTTP 
that provides security for data transmitted over the 
internet by using encryption. It operates on Port 
443 rather than Port 80 and supports secure data 
transfer, unlike HTTP which is not encrypted. 


Q273. What is the role of cookies in web 
communication? 


A. To store data on the server 
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B. To maintain user preferences on the client’s 
system 


C. To encrypt data transmitted between client 
and server 


D. To execute JavaScript on web pages 


Answer: B. To maintain user preferences on the 
client’s system 


Explanation: Cookies are used by servers to store 
small pieces of data on the client's system to 
remember user preferences or session information, 
improving the user experience. 


Q274. What is the function of the HTTP 
method "DELETE"? 


A. To add information to a web page 
B. To remove a web page 

C. To read a web page 

D. To authenticate a user 

Answer: B. To remove a web page 


Explanation: The DELETE method in HTTP is 
used to request the removal of a specified web 
page or resource from the server. It does not add 
information, read a page, or handle authentication 
directly. 


Q275. What is the purpose of the HTTP 
method "TRACE"? 


A. To delete a web page 

B. To echo back the received message 

C. To append data to an existing page 

D. To authenticate the user 

Answer: B. To echo back the received message 


Explanation: The TRACE method in HTTP is 
used for diagnostic purposes to echo back the 
received request message, helping in debugging 
and analyzing the request flow. 


Q276. What is the primary purpose of the [ISO- 
OSI Reference Model? 


A. To standardize hardware configurations 


B. To provide a framework for interoperable 
communication between different vendor 
systems 


C. To support vendor-specific architectures 
D. To eliminate the need for networking 


Answer: B. To provide a framework for 
interoperable communication between different 
vendor systems 


Explanation: The ISO-OSI Reference Model was 
developed to ensure that systems from different 
vendors can communicate with each other 
effectively by providing a standardized framework 
for networking. 


Q277. How many layers are there in the [ISO- 
OSI Reference Model? 


A.5 
B. 6 
C.7 
D. 8 
Answer: C. 7 


Explanation: The ISO-OSI Reference Model is 
defined by a 7-layer architecture. Each layer has 
specific functions related to data communication 
and network management. 


Q278. In the ISO-OSI model, which layers are 
referred to as "link-to-link layers"? 


A. Layers 1-3 
B. Layers 4-7 
C. Layers 1-2 
D. Layers 5-7 


Answer: A. Layers 1-3 
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Explanation: Layers | through 3 are called "link- 
to-link layers" because they handle communication 
from one link to another, dealing with physical 
transmission, error control, and data transport. 


Q279. Which layers in the ISO-OSI model are 
known as "end-to-end layers"? 


A. Layers 1-3 
B. Layers 4-7 
C. Layers 1-2 
D. Layers 5-6 
Answer: B. Layers 4-7 


Explanation: Layers 4 through 7 are referred to as 
"end-to-end layers" because they manage 
communication between peer entities across the 
entire network from source to destination. 


Q280. What is the role of Layer-3 switches in the 
ISO-OSI model? 


A. To manage error control and_ reliable 
transport 


B. To provide physical transmission of bit 
streams 


C. To perform routing functions and handle 
internetworking 


D. To organize the format of data and provide 
application services 


Answer: C. To perform routing functions and 
handle internetworking 


Explanation: Layer-3 switches perform routing 
functions, which involve processing destination 
addresses and managing the internetworking 
functions as defined in the network layer (Layer 3). 
They are faster and less expensive compared to 
conventional routers. 


Q281. Which layer of the ISO-OSI model 
handles the physical transmission of bit 
streams? 


A. Data Link Layer 

B. Network Layer 

C. Physical Layer 

D. Transport Layer 
Answer: C. Physical Layer 


Explanation: The Physical Layer (Layer 1) is 
responsible for the actual transmission of raw bit 
streams over a physical medium, including 
synchronization and signaling. 


Q282. What distinguishes "peer entities" in the 
ISO-OSI model? 


A. They are entities in different layers of the 
same system 


B. They communicate using peer protocols in 
the same layer across different systems 


C. They are hardware modules that perform 
different functions 


D. They handle user applications and interface 
with the network 


Answer: B. They communicate using peer 
protocols in the same layer across different 
systems 


Explanation: Peer entities are those that operate in 
the same layer but in different systems. They use 
peer protocols to communicate and coordinate with 
each other. 


Q283. Why are Layer-3 switches preferred over 
conventional routers in some cases? 


A. They are more complex and expensive 

B. They are less efficient and slower 

C. They are faster and less expensive 

D. They handle more layers of the OSI model 
Answer: C. They are faster and less expensive 
Explanation: Layer-3 switches are preferred 


because they are faster and more cost-effective 
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compared to conventional routers, as they perform 
routing functions in hardware. 


Q284. What is the primary function of the 
Transport Layer in the ISO-OSI model? 


A. To manage physical transmission of data 


B. To ensure reliable transport of full user 
messages between end systems 


C. To handle syntax and semantics of 
information exchanged 


D. To establish and manage sessions for 
communication 


Answer: B. To ensure reliable transport of full 
user messages between end systems 


Explanation: The Transport Layer is responsible 
for ensuring that full user messages are reliably 
transported between end systems. It segments 
messages into data units, retransmits lost or 
erroneous data, and reassembles messages at the 
destination. 


Q285. Which layer of the ISO-OSI model deals 
with the syntax and semantics of information 
exchanged? 


A. Transport Layer 

B. Session Layer 

C. Presentation Layer 

D. Application Layer 

Answer: C. Presentation Layer 


Explanation: The Presentation Layer handles the 
syntax and semantics of information exchanged, 
dealing with differences in data representation 
between different systems. 


Q286. What role does the Session Layer play in 
the ISO-OSI model? 


A. It manages the physical transmission of data 


B. It ensures reliable data transport across the 
network 


C. It allows users or applications to establish 
and manage communication sessions 


D. It processes and routes data units between 
network nodes 


Answer: C. It allows users or applications to 
establish and manage communication sessions 


Explanation: The Session Layer facilitates the 
establishment, management, and termination of 
communication sessions between users or between 
a user and an application. 


Q287. How does the Transport Layer ensure 
reliable delivery of user messages? 


A. By establishing physical connections 
B. By encrypting data for security 


C. By retransmitting lost or erroneous data 
units 


D. By managing application-level protocols 


Answer: C. By retransmitting lost or erroneous 
data units 


Explanation: The Transport Layer ensures 
reliability by retransmitting data units that are lost 
or received with errors, thus providing a reliable 
communication channel. 


Q288. Why did the ARPANET technology 
become the de facto standard in the public 
domain? 


A. It was developed for commercial use 


B. It was adopted and made public by the U.S 
Department of Defence 


C. It was based on ISO-OSI recommendations 
D. It included new and proprietary technologies 


Answer: B. It was adopted and made public by 
the U.S Department of Defence 


Explanation: ARPANET technology became the 
de facto standard after the U.S Department of 
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Defence adopted and made it public, leading to 
widespread use in the networking community. 


Q289. What impact did the ISO-OSI model have 
on ARPANET protocols? 


A. It made ARPANET protocols obsolete 


B. It led to ARPANET protocols being 
completely discarded 


C. ARPANET protocols were refined based on 
OSI recommendations 


D. It caused ARPANET to be replaced by newer 
technologies 


Answer: C. ARPANET protocols were refined 
based on OSI recommendations 


Explanation: ARPANET protocols were refined 
and improved based on recommendations from the 
ISO-OSI model, demonstrating the influence of 
OSI standards on existing technologies. 


Q290. Why is the ISO-OSI model still treated as 
a reference model today? 


A. It includes proprietary technology not 
available publicly 


B. It provides a comprehensive and structured 
framework for evaluating new protocols 


C. It is outdated and not relevant for modern 
networks 


D. It only applies to defense-related 
communication systems 


Answer: B. It provides a comprehensive and 
structured framework for evaluating new 
protocols 


Explanation: The ISO-OSI model is still used as a 
reference model because it offers a comprehensive 
and structured framework for assessing and 
developing new network protocols and 
architectures. 


Q291. What is the primary function of the 
baseband layer in the ISDN Reference Model? 


A. To manage signaling and control 


B. To establish logical channels and authenticate 
devices 


C. To deal with media access and allocate time 
slots to devices 


D. To provide end-to-end digital connectivity 


Answer: C. To deal with media access and 
allocate time slots to devices 


Explanation: The baseband layer in the ISDN 
Reference Model deals with media access by 
specifying how master controls slaves, defining 
time slots, and allocating them to slave devices. It 
determines the order of communication among 
devices. 


Q292. What does the '2B + D" interface in 
ISDN represent? 


A. Two data channels and one voice channel 
B. Two voice channels and one data channel 
C. Two voice channels and two data channels 
D. One voice channel and one data channel 


Answer: B. Two voice channels and one data 
channel 


Explanation: In ISDN, the "2B + D" interface 
stands for two digital voice channels (2B) and one 
data channel (D). The data channel is used for 
signaling and data transfer. 


Q293. What is the primary goal of Broadband 
ISDN (BISDN)? 


A. To provide digital connectivity up to 2 Mbps 


B. To offer studio-quality video and imaging 
services 


C. To manage control and signaling in digital 
networks 


D. To provide traditional telephony services 


Answer: B. To offer studio-quality video and 
imaging services 
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Explanation: Broadband ISDN (BISDN) aims to 
provide very high bandwidth, up to 155 Mbps, to 
support services like studio-quality video and 
imaging, which demand high data rates. 


Q294. How does the BISDN Reference Model 
compare to the OSI Reference Model? 


A. It uses a different number of layers 


B. It is designed along similar lines, with 
multiple planes and layers 


C. It focuses solely on network management 
D. It omits the concept of protocol layers 


Answer: B. It is designed along similar lines, 
with multiple planes and layers 


Explanation: The BISDN Reference Model is 
designed similarly to the OSI Reference Model, 
featuring multiple planes and layers to handle user 
services, signaling and control, and network 
management. 


Q295. Which component of the BISDN 
Reference Model deals with user services such 
as video on demand? 


A. User Plane 

B. Signaling and Control Plane 
C. Management Plane 

D. Baseband Layer 

Answer: A. User Plane 


Explanation: The User Plane in the BISDN 
Reference Model handles various user services, 
including video on demand. It includes different 
protocol layers for different types of services, such 
as video services requiring protocols for 
presentation and session establishment. 


Q296. What was the basic speed of BISDN 
initially planned to be, and what is it now? 


A. Initially 1 Mbps, now 10 Mbps 


B. Initially 2 Mbps, now 155 Mbps 

C. Initially 10 Mbps, now 100 Mbps 

D. Initially 155 Mbps, now 2048 Mbps 
Answer: B. Initially 2 Mbps, now 155 Mbps 


Explanation: BISDN was initially planned to 
support speeds just higher than 2 Mbps but has 
since been finalized at 155 Mbps to accommodate 
higher bandwidth needs for services such as studio- 
quality video. 


Q297. In the BISDN Reference Model, which 
layers are involved in handling video services? 


A. Layers 1 and 2 
B. Layers 3 and 4 
C. Layers 5 and 6 
D. Layers 7 and 8 
Answer: C. Layers 5 and 6 


Explanation: Video services, which require 
significant bandwidth, involve protocols at higher 
layers. Specifically, presentation protocols are 
handled at Layer 6, and session establishment is 
managed at Layer 5. 


Q298. What is the primary transport 
mechanism for Broadband ISDN (BISDN) as 
defined by ATM? 


A. Packet switching 

B. Circuit switching 

C. Cell switching 

D. Frame switching 
Answer: C. Cell switching 


Explanation: ATM (Asynchronous _ Transfer 
Mode) uses cell switching as its basic transport 
mechanism, which is central to the ATM protocol 
architecture for BISDN. 
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Q299. Which layer of the ATM protocol 
architecture is responsible for segmentation and 
reassembly? 


A. ATM Layer 

B. Physical Layer 

C. ATM Adaptation Layer 

D. Transmission Convergence Sub-layer 
Answer: C. ATM Adaptation Layer 


Explanation: The ATM Adaptation Layer is 
responsible for segmentation and reassembly of 
data units in the ATM protocol stack. 


Q300. In the ATM protocol stack, which sub- 
layer of the Physical Layer handles bit timing 
and error control? 


A. Convergence Sub-layer 

B. Segmentation and Reassembly Sub-layer 
C. Transmission Convergence Sub-layer 

D. Flow Control Sub-layer 


Answer: C. Transmission Convergence Sub- 
layer 


Explanation: The Transmission Convergence 
Sub-layer of the Physical Layer handles bit timing 
and error control, as well as cell management 
functions. 


Q301. What is the minimum speed defined for 
ATM, corresponding to which SDH level? 


A. 51.84 Mbps, OC-1 

B. 155.52 Mbps, STM-1 

C. 622.08 Mbps, STM-4 

D. 2488.32 Mbps, STM-16 
Answer: B. 155.52 Mbps, STM-1 


Explanation: The minimum speed for ATM is 
defined as 155.52 Mbps, which corresponds to the 
STM-1 level in the Synchronous Digital Hierarchy 
(SDH). 


Q302. How are higher speeds achieved in ATM 
beyond the basic speed of 155.52 Mbps? 


A. By using optical fibers with higher 
bandwidth 


B. By multiplexing multiple 155.52 Mbps 
streams 


C. By increasing the cell size 
D. By using faster transmission mediums 


Answer: B. By multiplexing multiple 155.52 
Mbps streams 


Explanation: Higher speeds in ATM are achieved 
by multiplexing multiple 155.52 Mbps streams. For 
example, STM-4 multiplexes four 155.52 Mbps 
streams to achieve a speed of 622.08 Mbps. 


Q303. What does the SONET/SDH hierarchy 
specify? 


A. Protocols for data encapsulation 


B. Transmission speeds and multiplexing 
schemes 


C. Error control mechanisms 
D. Routing algorithms 


Answer: 5B. Transmission speeds and 
multiplexing schemes 


Explanation: The SONET/SDH hierarchy defines 
the transmission speeds and multiplexing schemes 
used for optical and coaxial cable-based 
transmissions, including various levels such as OC- 
1, OC-3, and STM-1. 


Q304. What is the primary function of the ATM 
Layer in the ATM protocol architecture? 


A. To handle physical transmission of bits 


B. To manage virtual circuit links and cell 
header formation 


C. To adapt various services to ATM standards 
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D. To perform segmentation and reassembly of 
data 


Answer: B. To manage virtual circuit links and 
cell header formation 


Explanation: The ATM Layer is responsible for 
managing virtual circuit links, cell header 
formation, and flow control within the ATM 
protocol stack. 


Q305. What does the term "SONET OC" stand 
for? 


A. Synchronous Optical Network Operating 
Channel 


B. Synchronous Optical Network Original 
Channel 


C. Synchronous Optical Network Optical 
Carrier 


D. Synchronous Optical Network Operational 
Channel 


Answer: C. Synchronous Optical Network 
Optical Carrier 


Explanation: SONET OC stands for Synchronous 
Optical Network Optical Carrier, referring to 
different levels of transmission speeds in the 
SONET hierarchy. 


Q306. What is the role of the Coaxial Cable in 
the ATM protocol stack? 


A. To define higher transmission speeds 


B. To provide an alternative to optical fibers for 
transmission 


C. To manage error control in the Physical 
Layer 


D. To segment and reassemble data units 


Answer: B. To provide an alternative to optical 
fibers for transmission 


Explanation: Coaxial cables are used as an 
alternative transmission medium to optical fibers in 


the ATM protocol stack, utilizing electrical signals 
rather than light. 


Q307. In the mobile network architecture, what 
does the acronym 'BS' stand for? 


A. Base Station 

B. Broadband Switch 
C. Broadcast Signal 

D. Base Server 

Answer: A. Base Station 


Explanation: In mobile network architecture, 'BS' 
stands for Base Station, which includes the 
transceiver and control electronics subsystems 
responsible for maintaining communication with 
handsets. 


Q308. What is the primary function of the 
Mobility Database (MDB) in a mobile network? 


A. To handle voice call routing 

B. To store status information about handsets 
C. To manage data channel communications 
D. To connect base stations to the PSTN 


Answer: B. To store status information about 
handsets 


Explanation: The Mobility Database (MDB) 
stores status information about handsets and 
manages their location and status within the 
network. 


Q309. What procedure is followed when a 
mobile phone moves from one cell to another? 


A. Handoff 

B. Reboot 

C. Synchronization 
D. Refresh 

Answer: A. Handoff 
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Explanation: When a mobile phone moves from 
one cell to another, a handoff procedure is followed 
to ensure a smooth transition without breaking the 
conversation. 


Q310. How does the mobile network ensure that 
there is no interference between adjacent base 
stations? 


A. By using the same frequency for all cells 


B. By using different frequencies for adjacent 
cells 


C. By increasing the power output of base 
stations 


D. By limiting the number of base stations 


Answer: B. By using different frequencies for 
adjacent cells 


Explanation: To avoid interference between 
signals from adjacent base stations, different 
frequencies are used for adjacent cells. 


Q311. What is the primary role of the Mobile 
Switching Centre (MSC) in a mobile network? 


A. To connect base stations to the PSTN 


B. To manage the frequency allocation for 
handsets 


C. To establish connections between mobile 
phones and landline phones 


D. To monitor and control the status of base 
stations 


Answer: C. To establish connections between 
mobile phones and landline phones 


Explanation: The Mobile Switching Centre 
(MSC) is responsible for establishing connections 
between mobile phones and landline phones, as 
well as managing the handoff process and 
maintaining the Mobility Database (MDB). 


Q312. What types of transmissions are handled 
by the Physical Layer in the mobile network 
protocol architecture? 


A. Radio, landline 


transmissions 


microwave, and 


B. Data, voice, and multimedia transmissions 


C. Cellular, satellite, and fiber optic 
transmissions 


D. Voice, text, and video transmissions 


Answer: A. Radio, microwave, and landline 
transmissions 


Explanation: The Physical Layer in the mobile 
network protocol architecture deals with radio 
transmission between base stations and handsets, 
microwave or landline transmission between base 
stations and MSC, and landline transmission 
between MSC and PSTN. 


Q313. What is the significance of the term ‘cell’ 
in mobile networks? 


A. It refers to the physical hardware of a base 
station 


B. It denotes the coverage area of a base station 


C. It is used to describe a mobile phone's 
internal battery 


D. It represents a segment of the PSTN 


Answer: B. It denotes the coverage area of a 
base station 


Explanation: In mobile networks, a 'cell' refers to 
the coverage area of a base station, which is 
designed to provide network coverage within a 
specific geographic area. 


Q314. How are handsets remotely monitored in 
a mobile network? 


A. Through periodic software updates 


B. By storing status information in the Mobility 
Database (MDB) 
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C. Via direct connection with the Public 
Switched Telephone Network (PSTN) 


D. By regular maintenance checks by base 
station technicians 


Answer: B. By storing status information in the 
Mobility Database (MDB) 


Explanation: Handsets are remotely monitored by 
storing their status information in the Mobility 
Database (MDB), which is updated whenever a 
handset is turned off or changes its status. 


Q315. What type of signaling and data services 
does the data channel between a handset and 
base station support? 


A. Voice calls only 

B. Text messaging only 

C. Voice, data services, and SMS 

D. Video calls only 

Answer: C. Voice, data services, and SMS 


Explanation: The data channel between a handset 
and base station supports various services, 
including voice calls, data services, and SMS 
(Short Message Service). 


Q316. What are the two major subsystems of an 
email system? 


A. User Agent (UA) and Message Transfer Agent 
(MTA) 


B. Mail Server and Mail Client 
C. SMTP and IMAP 
D. POP3 and Web Mail 


Answer: A. User Agent (UA) and Message 
Transfer Agent (MTA) 


Explanation: The two major subsystems of an 
email system are the User Agent (UA) and the 
Message Transfer Agent (MTA). The UA handles 
user interactions with email, while the MTA is 
responsible for transferring messages across the 
network. 


Q317. What is the primary function of the 
Message Transfer Agent (MTA)? 


A. To manage the user’s mailbox 


B. To transfer messages from the source UA to 
the destination UA 


C. To encrypt email messages 
D. To provide web mail services 


Answer: B. To transfer messages from the 
source UA to the destination UA 


Explanation: The primary function of the MTA is 
to transfer messages from the source User Agent 
(UA) to the destination UA. It may perform 
delivery or routing functions and report the status 
of messages. 


Q318. Which protocol is used for submitting a 
message from the User Agent (UA) to the 
Message Transfer Agent (MTA)? 


A. Post Office Protocol version 3 (POP3) 
B. Internet Message Access Protocol (IMAP) 
C. Simple Mail Transfer Protocol (SMTP) 


D. Multi-purpose Internet Mail Extension 
(MIME) 


Answer: C. Simple Mail Transfer Protocol 
(SMTP) 


Explanation: The Simple Mail Transfer Protocol 
(SMTP) is used for submitting messages from the 
User Agent (UA) to the Message Transfer Agent 
(MTA). 


Q319. What protocols are used for delivering 
messages from the Message Transfer Agent 
(MTA) to the User Agent (UA)? 


A. SMTP and IMAP 
B. SMTP and POP3 
C. POP3 and IMAP 
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D. MIME and POP3 
Answer: C. POP3 and IMAP 


Explanation: Messages are delivered from the 
MTA to the UA using either Post Office Protocol 
version 3 (POP3) or Internet Message Access 
Protocol (IMAP). 


Q320. Which folder in an email system contains 
messages that are ready for dispatch but not yet 
sent? 


A. Inbox 

B. Drafts 

C. Outbox 

D. Sent Items 
Answer: C. Outbox 


Explanation: The Outbox folder contains 
messages that are ready for dispatch but have not 
yet been sent. 


Q321. What feature in email systems allows 
users to store easy-to-remember names and 
email addresses? 


A. Mailbox Management 
B. Address Book 

C. File Attachment 

D. Mail Acknowledgement 
Answer: B. Address Book 


Explanation: The Address Book feature helps 
users store easy-to-remember names and email 
addresses along with other contact details. 


Q322. What does the term 'SPAM' refer to in 
email systems? 


A.A type of file attachment 
B. A folder for storing draft emails 


C. Unwanted or junk email 


D. A mail encryption method 
Answer: C. Unwanted or junk email 


Explanation: SPAM refers to unwanted or junk 
email that is often sent in bulk to recipients. 


Q323. What is the function of the Multi-purpose 
Internet Mail Extension (MIME) protocol in 
email systems? 


A. To provide web-based email services 
B. To encrypt email messages 


C. To embed multimedia information in the 
message body 


D. To manage email addresses and contact 
groups 


Answer: C. To embed multimedia information 
in the message body 


Explanation: The Multi-purpose Internet Mail 
Extension (MIME) protocol allows for embedding 
multimedia information, such as video and sound 
bites, in the message body. 


Q324. What is the purpose of the ‘Deleted Items’ 
folder in an email system? 


A. To store messages that are ready to be sent 
B. To keep messages that have been despatched 


C. To temporarily hold messages that are no 
longer needed 


D. To store incoming messages 


Answer: C. To temporarily hold messages that 
are no longer needed 


Explanation: The ‘Deleted Items’ folder 
temporarily holds messages that are no longer 
needed before they are permanently deleted. 


Q325. What has driven the need for network 
management tools? 


A. The increase in network complexity and the 
growth of Internet infrastructure 
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B. The rise in email usage 
C. The popularity of social media 
D. The decline in hardware costs 


Answer: A. The increase in network complexity 
and the growth of Internet infrastructure 


Explanation: The growing complexity of 
networks and the expansion of Internet 
infrastructure have driven the need for effective 
network management tools. 


Q326. What is an Intranet? 
A. A public network accessible to anyone 


B. A secure web-based private network for a 
corporate body 


C. A connection between multiple LANs via 
WAN 


D. An extension of the Internet that connects to 
business partners 


Answer: B. A secure web-based private network 
for a corporate body 


Explanation: An Intranet is a secure web-based 
private network that supports the business needs of 
a corporate entity across various locations. 


Q327. What is the primary difference between 
an Intranet and an Extranet? 


A. Intranet is a public network, while Extranet 
is private 


B. Intranet is used for internal purposes, while 
Extranet connects to business partners 


C. Extranet is more secure than Intranet 
D. Intranet is a version of the Internet 


Answer: B. Intranet is used for internal 
purposes, while Extranet connects to business 
partners 


Explanation: An Intranet is used within an 
organization, while an Extranet extends this private 


network to connect with business partners and 
selected external users. 


Q328. Which international body was the first to 
focus on network management standards? 


A. Internet Society 
B. ITU 

C. ISO 

D. IETF 

Answer: C. ISO 


Explanation: ISO was the first international body 
to address network management, starting its work 
in 1979. 


Q329. What does CMIP stand for in the context 
of network management? 


A. Common Management Information Protocol 
B. Common Management Integration Protocol 


C. Comprehensive Management Information 
Process 


D. Centralized Management Information 
Protocol 


Answer: A. Common Management Information 
Protocol 


Explanation: CMIP_ stands for Common 
Management Information Protocol, which covers 
ISO’s network management standards. 


Q330. What was the purpose of the Simple 
Network Management Protocol (SNMP) 
introduced by the Internet Society? 


A. To replace ISO and ITU standards 


B. To provide a simplified network management 
tool for TCP/IP-based Internets 


C. To enhance email security 


D. To manage hardware components 
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Answer: B. To provide a simplified network 
management tool for TCP/IP-based Internets 


Explanation: SNMP was introduced to offer a 
simpler network management solution for TCP/IP- 
based Internet networks. 


Q331. When was the first version of the Simple 
Network Management Protocol (SNMP) 
adopted? 


A. 1979 
B. 1989 
C. 1993 
D. 1998 
Answer: B. 1989 


Explanation: The first version of SNMP was 
adopted in 1989. 


Q332. What were the subsequent versions of 
SNMP introduced after the initial version? 


A. SNMP version 1 in 1993 and SNMP version 2 
in 1998 


B. SNMP version 2 in 1993 and SNMP version 3 
in 1998 


C. SNMP version 2 in 1989 and SNMP version 3 
in 1993 


D. SNMP version 1 in 1993 and SNMP version 3 
in 1998 


Answer: B. SNMP version 2 in 1993 and SNMP 
version 3 in 1998 


Explanation: SNMP version 2 was introduced in 
1993, followed by SNMP version 3 in 1998. 


Q333. What characterizes a passive attack in 
network security? 


A. Altering the message content 


B. Eavesdropping and monitoring transmission 
parameters 


C. Blocking or deleting messages 


D. Masquerading as the sender 


Answer: B. Eavesdropping and monitoring 
transmission parameters 


Explanation: Passive attacks involve 
eavesdropping and monitoring transmission 
parameters without altering the message content. 


Q334. Which of the following is a form of active 
attack? 


A. Listening to network traffic without 
interference 


B. Monitoring transmission parameters 
C. Modifying or deleting messages 


D. Observing message length and destination 
address 


Answer: C. Modifying or deleting messages 


Explanation: Active attacks involve tampering 
with the message or transmission, such as 
modifying or deleting messages. 


Q335. In the context of network security, what 
does "masquerade" mean? 


A. Listening to messages without modifying 
them 


B. Blocking 
communication 


messages to _ interrupt 


C. Posing as the sender to originate new 
messages 


D. Delaying message delivery 


Answer: C. Posing as the sender to originate 
new messages 


Explanation: Masquerading involves an attacker 
pretending to be the sender to create and send new 
messages. 


Q336. What is meant by "rerouting" in network 


attacks? 
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A. Listening to the network traffic 


B. Changing the destination address of a 
message 


C. Redirecting the message through the 
attacker’s analysis center 


D. Copying credentials to impersonate the 
sender 


Answer: C. Redirecting the message through the 
attacker’s analysis center 


Explanation: Rerouting involves redirecting the 
message through the attacker's analysis center for 
analysis and possible modification. 


Q337. What is an example of "misrouting" in a 
network attack? 


A. Flooding the network with unwanted 
information 


B. Changing the destination of a message to a 
wrong location 


C. Replaying a message to cause double 
payment 


D. Eavesdropping on network communication 


Answer: B. Changing the destination of a 
message to a wrong location 


Explanation: Misrouting involves directing the 
message to the wrong destination, potentially 
causing incorrect actions. 


Q338. What is the risk of "denial of service" in 
network security? 


A. Unauthorized access to information 
B. Theft of network services and resources 
C. Genuine users being denied access to services 


D. Copying and _ modifying confidential 
information 


Answer: C. Genuine users being denied access 
to services 


Explanation: Denial of service attacks flood the 
network with information, preventing legitimate 
users from accessing services. 


Q339. What should be considered when 
evaluating the cost of security measures? 


A. The cost of hardware components 

B. The probable loss due to an attack 

C. The complexity of network management 
D. The efficiency of encryption algorithms 
Answer: B. The probable loss due to an attack 


Explanation: The cost of security measures should 
be evaluated against the potential loss that could 
occur in the event of an attack. 


Q340. Which risk is associated with an 
unprotected information system? 


A. Increased network speed 

B. Reduced system resource utilization 

C. Theft of information and denial of services 
D. Improved network performance 


Answer: C. Theft of information and denial of 
services 


Explanation: Unprotected information systems 
face risks such as information theft and denial of 
services. 


Q341. What is the primary function of static 
packet filtering (SPF) firewalls? 


A. Monitor the state of service connections 
continuously 


B. Examine header information of packets and 
make forwarding decisions based on security 
rules 


C. Act as an application-level gateway 


D. Translate communications between internal 
and external systems 
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Answer: B. Examine header information of 
packets and make forwarding decisions based 
on security rules 


Explanation: SPF firewalls check header 
information of packets to decide whether to 
forward or discard them based on defined security 
rules. 


Q342. Which of the following is a characteristic 
of dynamic packet filtering (DPF) firewalls? 


A. They only check packet headers without 
monitoring service state 


B. They continuously monitor the state of 
service connections 


C. They do not introduce additional delay in 
packet delivery 


D. They act as an application-level gateway 


Answer: B. They continuously monitor the state 
of service connections 


Explanation: DPF firewalls monitor the state of 
service connections continuously to ensure no 
security lapses, although this adds to the delivery 
delay. 


Q343. How do static packet filtering (SPF) 
firewalls decide whether to allow or block a 
packet? 


A. By translating messages between internal 
and external systems 


B. By examining the _ packet's header 
information, such as source and destination 
addresses, and port numbers 


C. By monitoring the service state throughout 
the communication 


D. By using anti-virus and anti-spam features 


Answer: B. By examining the packet's header 
information, such as source and destination 
addresses, and port numbers 


Explanation: SPF firewalls decide based on 
header information including source and 
destination addresses, and port numbers. 


Q344. What is the role of a proxy server in 
network security? 


A. To monitor the state of service connections 
continuously 


B. To act as an interpreter, ensuring compliance 
with security rules between internal and 
external systems 


C. To filter packets based on header information 


D. To provide direct communication between 
internal and external systems 


Answer: B. To act as an interpreter, ensuring 
compliance with security rules between internal 
and external systems 


Explanation: Proxy servers act as intermediaries, 
ensuring security rules are followed without 
allowing direct communication between internal 
and external systems. 


Q345. Which protocol is associated with web 
access in a proxy server configuration? 


A. FTP 

B. SMTP 

C. HTTP 

D. Telnet 

Answer: C. HTTP 


Explanation: HTTP (Hypertext Transfer Protocol) 
is associated with web access in a proxy server 
configuration. 


Q346. What does the term "Stateful Inspection" 
refer to in the context of firewalls? 


A. Static packet filtering 


B. Dynamic packet filtering 
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C. Proxy server operations 
D. Circuit-level firewalls 
Answer: B. Dynamic packet filtering 


Explanation: "Stateful Inspection" is a term used 
to describe dynamic packet filtering, which 
involves monitoring the state of service 
connections. 


Q347. What additional security features might 
some packet level firewalls include? 


A. Stateful Inspection 

B. Proxy server functionality 

C. Anti-virus and anti-spam 

D. Remote login 

Answer: C. Anti-virus and anti-spam 


Explanation: Some packet level firewalls include 
additional security features such as anti-virus and 
anti-spam protection. 


Q348. What is a key difference between packet 
level firewalls and proxy servers? 


A. Packet level firewalls act as interpreters, 
while proxy servers do not 


B. Proxy servers do not allow direct 
communication between internal and external 
systems, whereas packet level firewalls do 


C. Packet level firewalls continuously monitor 
service state, while proxy servers do not 


D. Proxy servers use static packet filtering 
technology 


Answer: B. Proxy servers do not allow direct 
communication between internal and external 
systems, whereas packet level firewalls do 


Explanation: Proxy servers prevent direct 
communication between internal and external 
systems, unlike packet level firewalls. 


Q349. At which layer of the network does IPSec 
operate to ensure IP security? 


A. Network layer 

B. Transport layer 

C. Application layer 

D. Data link layer 
Answer: A. Network layer 


Explanation: IPSec operates at the network layer 
to secure Internet Protocol (IP) communications. 


Q350. Which of the following is a widely known 
solution for secure transport functions at the 
transmission control (TCP) layer? 


A. IPSec 

B. Secure Electronic Transaction (SET) 
C. Secure Socket Layer (SSL) 

D. Wi-Fi Protected Access (WPA) 
Answer: C. Secure Socket Layer (SSL) 


Explanation: SSL (and its successor TLS) is 
widely known for providing secure transport 
functions at the TCP layer. 


Q351. What does SSL stand for and what is its 
modern equivalent? 


A. Secure Sockets Layer; Transport Layer 
Security (TLS) 


B. Secure Sockets Layer; Internet Protocol 
Security (IPSec) 


C. Secure Sockets Layer; Wi-Fi Protected 
Access (WPA) 


D. Secure Sockets Layer; Simple Network 
Management Protocol (SNMP) 


Answer: A. Secure Sockets Layer; Transport 
Layer Security (TLS) 


Explanation: SSL stands for Secure Sockets 
Layer, and its modern equivalent is Transport Layer 
Security (TLS). 
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Q352. What is the primary purpose of the SSL 
Record Protocol layer? 


A. To provide encryption for messages 
B. To handle SSL and HTTPS functions 


C. To provide basic security services to higher- 
level SSL functions 


D. To generate SSL related security alerts 


Answer: C. To provide basic security services to 
higher-level SSL functions 


Explanation: The SSL Record Protocol layer 
provides basic security services to other higher- 
level SSL functions. 


Q353. How does Secure Socket Layer (SSL) 
contribute to web security? 


A. By creating secure’ end-points for 
communication 


B. By protecting credit card transactions 


C. By providing encryption and _ security 
protocols for email 


D. By securing IP addresses 


Answer: A. By creating secure end-points for 
communication 


Explanation: SSL creates secure end-points for 
communication, ensuring secure data transmission 
over the Internet. 


Q354. What is the function of the SSL 
Handshake Protocol? 


A. To encrypt messages 

B. To generate security alerts 

C. To authenticate both the server and the client 
D. To handle HTTP requests 


Answer: C. To authenticate both the server and 
the client 


Explanation: The SSL Handshake Protocol is used 
to authenticate both the server and the client during 
a secure connection. 


Q355. What is Secure Electronic Transaction 
(SET) primarily used for? 


A. Encrypting emails 


B. Protecting credit card transactions on the 
Internet 


C. Securing IP communications 
D. Providing secure Wi-Fi access 


Answer: B. Protecting credit card transactions 
on the Internet 


Explanation: SET is designed to protect credit 
card transactions on the Internet by specifying 
encryption and security protocols. 


Q356. Which company originally developed the 
Secure Socket Layer (SSL) concept? 


A. Microsoft 

B. IBM 

C. Netscape Communications Corporation 
D. Cisco Systems 


Answer: C. Communications 


Corporation 


Netscape 


Explanation: The concept of SSL was originated 
by Netscape Communications Corporation. 


Q357. What is the role of the SSL Cipher 
Protocol? 


A. To authenticate the client 

B. To generate security alerts 

C. To encrypt messages 

D. To manage secure connections 


Answer: C. To encrypt messages 
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Explanation: The SSL Cipher Protocol is 
responsible for encrypting messages to ensure 
secure communication. 


Q358. Which protocol is used for secure web 
access when HTTP is secured with SSL? 


A. SMTP 

B. HTTPS 

C. FTP 

D. Telnet 

Answer: B. HTTPS 


Explanation: When HTTP is secured with SSL, it 
is known as HTTPS (Hypertext Transfer Protocol 
Secure). 


More info:Malicious software, including various 
types and their characteristics: 


Malicious Software 


Type 


Bacteria 


Description 


Standalone 
programs that 
replicate 
themselves 
and cause 
denial of 
service attacks 
by consuming 
system 
resources. 


Characteristics 


Does not affect 
existing files or 
programs. 

Replicates 

exponentially and 
can overwhelm 
system resources. 


Worms 


Malicious 
programs that 
spread from 
system to 
system via 
network 
connections. 


Can propagate via 
email, remote 
execution, Telnet, 
or FTP. Can 
perform 
disruptive or 
destructive 
actions. 


Trapdoors 


Special entry 
points left in 
programs for 
debugging or 
diagnosis, 


Allows 
unauthorized 
access to a 
system, 
potentially 


which can be bypassing 
exploited to security 
bypass provisions. 
security. 

Logic Codes that Triggers under 

Bombs activate when predefined 
specific conditions, 
conditions are causing harm or 
met (e.g., a disruption. 
certain date or 
file presence). 

Trojan Seemingly Appears 

Horses useful beneficial but 
programs performs harmful 
containing actions after some 
hidden time. 
malicious 
code that 
activates 
when 
executed by 
the user. 

Viruses Malicious Self-replicating; 
programs that attaches to files or 
attach programs; can 
themselves to cause data 
other corruption or 
programs or system 
files and malfunction. 
replicate, 
causing harm 
when 
executed. 


Q359. What is a computer virus? 


A. An independent program designed to 
enhance computer performance 


B. A malicious program code designed to harm 
computer systems 


C. A utility program for managing system files 
D. A data file used for secure communications 


Answer: B. A malicious program code designed 
to harm computer systems 


SAKET SHARMA 


BLIE 224 ICT 


Explanation: A computer virus is a malicious 
program code intended to disrupt the normal 
functioning of computer systems. 


Q360. How does a computer virus typically 
enter a system? 


A. Through network cables 

B. Through executable programs or data files 
C. Through firewall settings 

D. Through software updates 


Answer: B. Through executable programs or 
data files 


Explanation: Viruses often enter a system 
through executable program files or data files like 
word documents or pictures. 


Q361. What is the primary function of anti- 
virus programs? 


A. To update system software 

B. To monitor system performance 

C. To scan for and neutralize viruses 

D. To enhance internet speed 

Answer: C. To scan for and neutralize viruses 


Explanation: Anti-virus programs scan incoming 
code and data to ensure they are virus-free and 
neutralize any detected viruses. 


Q362. Which category of viruses attaches itself 
to data files and is also known as macro 
viruses? 


A. Parasitic viruses 

B. Memory resident viruses 
C. Boot sector viruses 

D. Macro viruses 


Answer: D. Macro viruses 


Explanation: Macro viruses attach to data files 
and execute themselves when the data files are 
opened, spreading to other files. 


Q363. What type of virus hides itself from anti- 
virus programs? 


A. Memory resident virus 
B. Polymorphic virus 

C. Stealth virus 

D. Boot sector virus 
Answer: C. Stealth virus 


Explanation: Stealth viruses are specifically 
designed to hide themselves from detection by 
anti-virus programs. 


Q364. Which type of virus remains in main 
memory and infects every program that 
executes? 


A. Parasitic virus 

B. Memory resident virus 

C. Boot sector virus 

D. Polymorphic virus 

Answer: B. Memory resident virus 


Explanation: Memory resident viruses stay in the 
main memory and infect all programs that are 
executed. 


Q365. What is the sequence of stages that a 
typical virus goes through? 


A. Dormant phase, Triggering phase, Execution 
phase, Propagation phase 


B. Dormant phase, Propagation phase, 
Triggering phase, Execution phase 


C. Propagation phase, Dormant phase, 
Execution phase, Triggering phase 


D. Execution phase, Dormant phase, 
Propagation phase, Triggering phase 
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Answer: B. Dormant phase, Propagation 
phase, Triggering phase, Execution phase 


Explanation: A typical virus goes through the 
dormant, propagation, triggering, and execution 
phases. 


Q366. What does the detection phase of an 
anti-virus program involve? 


A. Identifying the specific type of virus 


B. Scanning system files to find the presence of 
a virus 


C. Removing the virus from the system 
D. Updating the virus definitions 


Answer: B. Scanning system files to find the 
presence of a virus 


Explanation: The detection phase involves 
scanning system files to identify the presence of a 
virus. 


Q367. Why are polymorphic viruses difficult to 
remove? 


A. They are not detected by anti-virus 
programs 


B. They change their signature with every 
replication 


C. They are only activated during booting 
D. They only infect data files 


Answer: B. They change their signature with 
every replication 


Explanation: Polymorphic viruses change their 
signature with each replication, making them 
challenging to detect and remove. 


Q368. How many generations of anti-virus 
programs are recognized, with the most 
advanced being the fourth generation? 


A. Two 


B. Three 

C. Four 

D. Five 

Answer: C. Four 


Explanation: Anti-virus technology is considered 
to have evolved through four generations, with the 
fourth generation being the most sophisticated. 


Q369. What is the primary function of 
spyware? 


A. To enhance system performance 


B. To track user activity and send data to a 
remote site 


C. To clean up system files 
D. To manage system updates 


Answer: B. To track user activity and send data 
to a remote site 


Explanation: Spyware tracks user activity and 
sends the collected data to a remote site for 
analysis, often leading to privacy concerns. 


Q370. What percentage of Internet traffic is 
estimated to comprise spam emails? 


A. 50% 
B. 70% 
C. 85% 
D. 95% 
Answer: D. 95% 


Explanation: Studies show that approximately 
95% of Internet traffic consists of spam emails. 


Q371. How do phishing attacks typically 
deceive users? 


A. By sending unsolicited advertisements 


B. By pretending to be genuine sites and asking 
for personal information 


C. By altering browser settings 
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D. By sending files that contain viruses 


Answer: B. By pretending to be genuine sites 
and asking for personal information 


Explanation: Phishing attacks involve attackers 
posing as legitimate sites to steal sensitive 
information like credit card numbers and 
passwords. 


Q372. What is the purpose of phishing filters? 
A. To block spam emails 


B. To monitor websites and ensure they are 
genuine 


C. To remove temporary files from the system 
D. To speed up Internet connection 


Answer: B. To monitor websites and ensure 
they are genuine 


Explanation: Phishing filters monitor accessed 
websites to confirm their authenticity and protect 
against data theft. 


Q373. What are cookies used for on a web 
server? 


A. To execute malicious code 

B. To track earlier accesses and preferences 
C. To encrypt user data 

D. To block unauthorized access 


Answer: B. To track earlier accesses and 
preferences 


Explanation: Cookies are used by web servers to 
keep track of previous accesses and user 
preferences for future visits. 


Q374. Which type of cookie is automatically 
deleted when a web session ends? 


A. Persistent cookie 


B. Tracking cookie 


C. Temporary cookie 
D. HTTP cookie 
Answer: C. Temporary cookie 


Explanation: Temporary cookies are deleted by 
the web server once the session ends. 


Q375. How long do persistent cookies typically 
remain on a system? 


A. Until the system is rebooted 
B. For a short duration specified by the server 


C. Until manually deleted by the user or until a 
specified lifetime expires 


D. For the duration of the browsing session 


Answer: C. Until manually deleted by the user 
or until a specified lifetime expires 


Explanation: Persistent cookies stay on the 
system for a longer duration, either until manually 
deleted or until their specified lifetime expires. 


Q376. What are cookies sometimes referred to 
as? 


A. Malware files 
B. Spyware programs 


C. Web cookies, tracking cookies, or HTTP 
cookies 


D. Spam filters 


Answer: C. Web cookies, tracking cookies, or 
HTTP cookies 


Explanation: Cookies are also known as web 
cookies, tracking cookies, or HTTP cookies, 
depending on their usage. 


Q377. What is the field of study related to 
encryption and decryption called? 


A. Cryptography 
B. Algorithm Design 


C. Data Science 


SAKET SHARMA 


BLIE 224 ICT 


D. Network Security 
Answer: A. Cryptography 


Explanation: Cryptography is the study of 
techniques for securing communication and 
protecting information through encryption and 
decryption. 


Q378. Which encryption technique involves 
substituting each character of a message with 
another character? 


A. Transposition 

B. Polyalphabetic Substitution 

C. Monoalphabetic Substitution 

D. Symmetric Encryption 

Answer: C. Monoalphabetic Substitution 


Explanation: Monoalphabetic substitution 
involves substituting each character of a message 
with another character from the alphabet. 


Q379. In which encryption technique are 
characters jumbled but not changed? 


A. Substitution 

B. Symmetric 

C. Transposition 

D. Asymmetric 

Answer: C. Transposition 


Explanation: Transposition encryption involves 
changing the order of characters without altering 
the characters themselves. 


Q380. What is the term used for the encrypted 
text produced by substitution or transposition 
techniques? 


A. Plain text 
B. Decryption 
C. Cipher text 


D. Encryption 
Answer: C. Cipher text 


Explanation: Cipher text is the result of 
encrypting plain text using substitution or 
transposition techniques. 


Q381. What is the main purpose of using a key 
in encryption? 


A. To increase the length of the message 

B. To make the encryption process faster 

C. To make the cipher more difficult to break 
D. To simplify the decryption process 


Answer: C. To make the cipher more difficult 
to break 


Explanation: The key is used to enhance the 
complexity of the cipher, making it more difficult 
for unauthorized parties to break. 


Q382. What is the numeric key '12340123' used 
for in the transposition of the word 
'COMPUTER'? 


A. To substitute characters 
B. To shift characters in a round robin fashion 


C. To encrypt the text with a symmetric 
algorithm 


D. To decrypt the text 


Answer: B. To shift characters in a round robin 
fashion 


Explanation: The numeric key is used to specify 
the number of positions each character in the text 
should be shifted during transposition. 


Q383. What does symmetric cryptography 
involve? 


A. Using different keys for encryption and 
decryption 
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B. Using a single key for both encryption and 
decryption 


C. Generating keys based on user preferences 
D. Encrypting messages in blocks 


Answer: B. Using a single key for both 
encryption and decryption 


Explanation: In symmetric cryptography, the 
same key is used for both encryption and 
decryption. 


Q384. What is the primary difference between 
symmetric and asymmetric cryptography? 


A. Symmetric uses a single key, while 
asymmetric uses a key pair 


B. Symmetric is faster than asymmetric 


C. Asymmetric is used for file encryption, while 
symmetric is for network encryption 


D. Symmetric requires less computational 
power than asymmetric 


Answer: A. Symmetric uses a single key, while 
asymmetric uses a key pair 


Explanation: Symmetric cryptography uses one 
key for both processes, whereas asymmetric 
cryptography uses a pair of keys (public and 
private). 


Q385. Which of the following encryption 
algorithms is based on the fundamental 
techniques of substitution and transposition? 


A. Advanced Encryption Standard (AES) 

B. Data Encryption Standard (DES) 

C. Rivest Cipher (RC4) 

D. RSA 

Answer: B. Data Encryption Standard (DES) 


Explanation: DES is an encryption algorithm that 
uses principles of substitution and transposition to 
secure data. 


Q386. What analogy is used to describe the 
process of encryption in the provided text? 


A. Writing a secret letter 


B. Putting the message in a safe box and 
locking it with a key 


C. Sending a package via courier 
D. Encrypting data using a password 


Answer: B. Putting the message in a safe box 
and locking it with a key 


Explanation: Encryption is compared to placing a 
message in a safe box and locking it to protect it 
during transit. 


Here are some MCQs based on the provided text 
about digital signatures: 


Q387. What is the primary purpose of a 
signature in digital communication? 


A. To ensure message secrecy 

B. To authenticate the contents of a document 
C. To encrypt the document 

D. To prevent data loss 


Answer: B. To authenticate the contents of a 
document 


Explanation: A signature authenticates the 
contents of a document, ensuring that it comes 
from a legitimate source. 


Q388. In the context of asymmetric 
cryptography, what does key Ak1 represent? 


A. Public key 
B. Secret key 
C. Encryption key 
D. Decryption key 


Answer: B. Secret key 
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Explanation: Key Ak1 is the secret key used by 
the sender to encrypt the document. 


Q389. How does a digital signature help in 
ensuring document authenticity? 


A. By encrypting the entire document 
B. By using a digital certificate issued by a CA 


C. By appending the sender's name encrypted 
with their secret key 


D. By using a symmetric encryption algorithm 


Answer: C. By appending the sender's name 
encrypted with their secret key 


Explanation: A digital signature authenticates a 
document by encrypting the sender's name with 
their secret key. 


Q390. What does the two-level encryption 
process achieve in asymmetric cryptography? 


A. Only authentication 

B. Only secrecy 

C. Both authentication and secrecy 

D. Only key exchange 

Answer: C. Both authentication and secrecy 


Explanation: The two-level encryption process 
ensures both authentication and secrecy by using 
both the sender's and recipient's keys. 


Q391. What is the role of a message digest in 
digital signatures? 


A. To encrypt the entire document 
B. To ensure the document is secret 


C. To provide a unique identifier for the 
message 


D. To verify the sender's identity 


Answer: C. To provide a unique identifier for 
the message 


Explanation: A message digest is a unique string 
generated from the document content, used to 
verify the integrity of the message. 


Q392. How can a recipient verify the 
authenticity of a digital signature? 


A. By checking the encryption key used 


B. By matching the message digest with the 
encrypted digest 


C. By decrypting the document with the 
sender's public key 


D. By checking the document's timestamp 


Answer: B. By matching the message digest 
with the encrypted digest 


Explanation: The recipient verifies the 
authenticity of a digital signature by comparing 
the message digest with the encrypted digest 
provided by the sender. 


Q393. What is the function of a digital 
certificate in digital communication? 


A. To encrypt the message 

B. To verify the sender's identity 

C. To generate a message digest 

D. To provide message secrecy 

Answer: B. To verify the sender's identity 


Explanation: A digital certificate, issued by a 
certified authority (CA), confirms the sender's 
identity and ensures they are genuine. 


Q394. Why are digital signatures useful in 
public documents like government circulars? 


A. They encrypt the entire document 


B. They authenticate the content without 
requiring secrecy 


C. They ensure the document's content is 
encrypted 
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D. They replace the need for physical 
signatures 


Answer: B. They authenticate the content 
without requiring secrecy 


Explanation: Digital signatures are used in public 
documents to authenticate the content, ensuring it 
is genuine, even though the document itself does 
not need to be kept secret. 


Q395. What does the asymmetric encryption 
scheme allow when sending an authenticated 
document secretly? 


A. Only the sender can read the message 
B. Only the recipient can read the message 


C. Both sender and recipient can read the 
message 


D. The message is encrypted twice 


Answer: B. Only the recipient can read the 
message 


Explanation: In asymmetric encryption, the 
document is encrypted with the recipient's public 
key to ensure that only the recipient can decrypt 
and read it. 


Q396. What problem does the use of digital 
certificates address in digital communication? 


A. Key exchange issues 

B. Message encryption overheads 

C. Identity verification and impersonation 
D. Message digest creation 


Answer: C. Identity verification and 
impersonation 


Explanation: Digital certificates help prevent 
impersonation by verifying the identity of the 
sender, ensuring they are genuine. 


Q397. What is the primary purpose of secure e- 
mail systems? 


A. To increase the speed of email delivery 


B. To send confidential information securely 
C. To reduce the cost of email services 
D. To improve email system compatibility 


Answer: B. To send confidential information 
securely 


Explanation: Secure e-mail systems are designed 
to protect the confidentiality of information sent 
over the network. 


Q398. Who developed Pretty Good Privacy 
(PGP) and when was it made available? 


A. Phil Zimmermann in 1991 

B. Tim Berners-Lee in 1995 

C. Vint Cerf in 1990 

D. Robert Kahn in 1992 

Answer: A. Phil Zimmermann in 1991 


Explanation: PGP was developed by Phil 
Zimmermann and was made available in 1991. 


Q399. Which of the following is NOT a feature 
provided by PGP? 


A. Digital signature 

B. Message encryption for secrecy 

C. Compression 

D. Secure email server management 
Answer: D. Secure email server management 


Explanation: PGP provides digital signatures, 
message encryption, compression, and 
segmentation but does not specifically manage 
email servers. 


Q400. What protocol is commonly used for 
transporting mail from one system to another? 


A. Hypertext Transfer Protocol (HTTP) 
B. File Transfer Protocol (FTP) 
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C. Simple Mail Transfer Protocol (SMTP) 
D. Post Office Protocol (POP) 


Answer: C. Simple Mail Transfer Protocol 
(SMTP) 


Explanation: SMTP is the standard protocol for 
sending emails over the Internet. 


Q401. What is the main advantage of Secure 
Multi-purpose Internet Mail Extension 
(S/MIME) over PGP? 


A. S/MIME is less sophisticated than PGP 
B. S/MIME has fewer features than PGP 


C. S/MIME is more sophisticated and has 
additional security features 


D. S/MIME is not compatible with e-mail 
systems 


Answer: C. S/MIME is more sophisticated and 
has additional security features 


Explanation: S/MIME offers more advanced 
security features and sophistication compared to 
PGP. 


Q402. What did Privacy Enhanced Mail (PEM) 
aim to provide before S/MIME was developed? 


A. Improved email delivery speed 

B. Basic email encryption 

C. E-mail security 

D. Enhanced email server performance 
Answer: C. E-mail security 


Explanation: PEM was an early attempt to 
provide email security before S/MIME was 
developed as a more sophisticated replacement. 


Q403. What additional functionality does PGP 
offer beyond digital signatures and message 
encryption? 


A. Email server management 


B. Compression and segmentation 

C. Improved email delivery speed 

D. User interface enhancements 

Answer: B. Compression and segmentation 


Explanation: PGP includes features for 
compressing messages and segmenting large 
messages for handling by email systems. 


Q404. Why was Multipurpose Internet Mail 
Extension (MIME) developed? 


A. To replace SMTP with a more secure 
protocol 


B. To add security features to e-mail systems 
C. To improve email server performance 
D. To provide a basic email encryption solution 


Answer: B. To add security features to e-mail 
systems 


Explanation: MIME was developed to enhance 
the functionality of email systems and was later 
extended with security features in S/MIME. 


Q405. What is the primary function of a POP 
account? 


A. To support online and offline email 
management 


B. To store all messages on the server and allow 
multiple clients to access them 


C. To retrieve all messages from the server, 
store them locally, and delete them from the 
server 


D. To forward incoming emails to another 
address 


Answer: C. To retrieve all messages from the 
server, store them locally, and delete them from 
the server 


Explanation: A POP account retrieves all 
messages from the server, stores them locally, and 
deletes them from the server, supporting offline 
email management. 
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Q406. How does an IMAP account differ from 
a POP account? 


A. IMAP deletes messages from the server once 
downloaded 


B. IMAP allows multiple email clients to access 
a single mailbox and stores messages on the 
server 


C. IMAP forwards incoming emails to another 
address 


D. IMAP provides only online email 
management 


Answer: B. IMAP allows multiple email clients 
to access a single mailbox and stores messages 
on the server 


Explanation: IMAP allows messages to be stored 
on the server, enabling multiple clients to access 
the same mailbox, unlike POP which deletes 
messages from the server after retrieval. 


Q407. What is the primary use of an email 
forwarder? 


A. To store messages locally for offline access 
B. To distribute emails to a list of subscribers 


C. To forward incoming emails to another 
email address 


D. To automatically reply to incoming emails 


Answer: C. To forward incoming emails to 
another email address 


Explanation: An email forwarder redirects 
incoming emails to a different email address. 


Q408. What is a mailing list used for? 
A. To forward emails to multiple recipients 
B. To automatically reply to incoming emails 


C. To distribute emails to all subscribers of the 
mailing list 


D. To store emails in a local cache 


Answer: C. To distribute emails to all 
subscribers of the mailing list 


Explanation: A mailing list sends any email sent 
to the list account to all subscribers of the list. 


Q409. What functionality does an auto- 
responder provide? 


A. It stores messages on the server for later 
access 


B. It sends automatic replies to incoming 
emails 


C. It forwards incoming emails to another 
address 


D. It creates a blackhole to discard unwanted 
emails 


Answer: B. It sends automatic replies to 
incoming emails 


Explanation: An auto-responder sends pre- 
defined replies to incoming emails, such as out-of- 
office or receipt acknowledgments. 


Q410. How does an email bouncer help in 
managing spam? 


A. By forwarding spam emails to another 
address 


B. By deleting spam emails from the server 


C. By sending a fake bounce message to the 
spammer to indicate inactivity 


D. By storing spam emails in a separate folder 


Answer: C. By sending a fake bounce message 
to the spammer to indicate inactivity 


Explanation: An email bouncer sends a false 
bounce message to spammers, making them 
believe the email address is inactive. 


Q411. What is the purpose of an email 


blackhole? 
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A. To automatically respond to incoming emails 


B. To create a fake bounce message for 
spammers 


C. To discard or avoid receiving messages from 
certain addresses 


D. To store emails in a local cache 


Answer: C. To discard or avoid receiving 
messages from certain addresses 


Explanation: An email blackhole discards 
messages from specified addresses to prevent 
spam or unwanted emails. 


Q412. Which field in an email header contains 
the email address and optionally the name of 
the sender? 


A. To 

B. From 

C. Subject 

D. Date 

Answer: B. From 


Explanation: The "From" field in the email 
header contains the email address and optionally 
the name of the sender. 


Q413. What information is provided in the 
"To" field of an email header? 


A. The subject of the message 


B. The date and time when the message was 
sent 


C. The email address(es) of the receiver(s) 
D. The preferred address for replies 


Answer: C. The email address(es) of the 
receiver(s) 


Explanation: The "To" field contains the email 
address(es) of the receiver(s) of the message. 


Q414. What does the "Subject" field in an 
email header describe? 


A. The date and time when the email was sent 
B. The email address of the sender 


C. The local time and date when the message 
was sent 


D. A brief summary of the contents of the 
message 


Answer: D. A brief summary of the contents of 
the message 


Explanation: The "Subject" field provides a brief 
summary of the contents of the email. 


Q415. Which field in an email header contains 
the local time and date when the message was 
originally sent? 


A. CC 

B. Date 

C. Message-ID 
D. Received 
Answer: B. Date 


Explanation: The "Date" field shows the local 
time and date when the email was originally sent. 


Q416. What does the "CC" field in an email 
header stand for? 


A. Carbon Copy 

B. Confirm Copy 

C. Common Copy 

D. Confidential Copy 
Answer: A. Carbon Copy 


Explanation: The "CC" field stands for Carbon 
Copy and includes the email address(es) of 
additional recipients who will receive a copy of 
the email. 


Q417. What is the purpose of the "Message- 
ID" field in an email header? 
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A. To list the systems through which the email 
has passed 


B. To show the email address of the sender 


C. To display the unique identifier assigned to 
the message by the mail program 


D. To provide the preferred address for replies 


Answer: C. To display the unique identifier 
assigned to the message by the mail program 


Explanation: The "Message-ID" field shows the 
unique identifier assigned to the email message by 
the mail program. 


Q418. What do the "Received" lines in an 
email header indicate? 


A. The local time and date of the message 
B. The preferred address for replies 


C. The details of the systems through which the 
email has passed 


D. The email address(es) of the receiver(s) 


Answer: C. The details of the systems through 
which the email has passed 


Explanation: The "Received" lines provide 
details of the systems through which the email has 
passed, useful for troubleshooting. 


Q419. Which field gives the preferred address 
for replies, and is usually the same as the 
sender’s address? 


A. CC 

B. Reply-to 

C. To 

D. From 

Answer: B. Reply-to 


Explanation: The "Reply-to" field provides the 
preferred address for replies, which is usually the 
same as the sender’s address. 


Q420. What is the primary function of the 
IMAP (Internet Message Access Protocol)? 


A. To send emails to the recipient’s mail server 


B. To download all email messages from the 
mail server to a local computer 


C. To allow users to read and manage email 
messages on the server 


D. To access a mailbox using a web browser 


Answer: C. To allow users to read and manage 
email messages on the server 


Explanation: IMAP allows users to read and 
manage email messages on the server without 
downloading all messages to the local computer. 


Q421. What does the POP3 (Post Office 
Protocol 3) protocol do? 


A. It is used to send emails to recipients. 


B. It allows users to access and download all 
email messages from the mail server to a local 
computer. 


C. It is used for composing and retrieving 
emails through a web browser. 


D. It is used for transferring emails between 
different mail servers. 


Answer: B. It allows users to access and 
download all email messages from the mail 
server to a local computer. 


Explanation: POP3 is used to download all email 
messages from the server to the local computer, 
with the option to leave copies on the server. 


Q422. Which protocol is used by Mail Transfer 
Agents (MTAs) to deliver emails to the 
recipient’s mail server? 


A. HTTP 
B. IMAP 
C. SMTP 
D. POP3 
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Answer: C. SMTP 


Explanation: SMTP (Simple Mail Transfer 
Protocol) is used by Mail Transfer Agents to 
deliver emails to the recipient’s mail server. 


Q423. What is the purpose of the HTTP 
protocol in the context of email systems? 


A. To send emails to the recipient’s mail server 


B. To download all email messages from the 
mail server to a local computer 


C. To access and retrieve emails from an email 
account via a web browser 


D. To manage and manipulate email folders on 
the server 


Answer: C. To access and retrieve emails from 
an email account via a web browser 


Explanation: HTTP is used for accessing and 
retrieving emails from an email account through 
web-based services. 


Q424. What does a Mail Transfer Agent (MTA) 
do? 


A. It delivers emails to a particular user’s 
mailbox 


B. It transfers messages from one host to 
another and finally delivers them to the 
destination 


C. It retrieves and manages email messages on 
the server 


D. It compresses email messages for storage 


Answer: B. It transfers messages from one host 
to another and finally delivers them to the 
destination 


Explanation: An MTA transfers messages 
between hosts and delivers them to the 
destination. 


Q425. What is the function of a Mail Delivery 
Agent (MDA)? 


A. To forward emails from one mail server to 
another 


B. To place emails into a specific user’s mailbox 
after they are received by the MTA 


C. To access and manage email messages on the 
server 


D. To send emails to recipients via SMTP 


Answer: B. To place emails into a specific 
user’s mailbox after they are received by the 
MTA 


Explanation: An MDA delivers emails to a 
specific user’s mailbox after they are received by 
the MTA. 


Q426. Which of the following is an example of 
a Mail Transfer Agent (MTA)? 


A. binmail 

B. delivermail 

C. qmail 

D. maildrop 
Answer: C. qmail 


Explanation: Examples of MTAs include qmail, 
sendmail, and postfix. 


Q427. Which of the following is NOT a 
function of the POP3 protocol? 


A. Allowing users to download all email 
messages to a local computer 


B. Providing a way for users to leave copies of 
emails on the server 


C. Allowing users to manage email messages on 
the server 


D. Enabling offline access to emails after they 
are downloaded 
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Answer: C. Allowing users to manage email 
messages on the server 


Explanation: POP3 does not support managing 
email messages on the server; it focuses on 
downloading and local access. 


Q428. What is the main purpose of a widget? 


A. To enhance the functionality of a website or 
desktop by adding small programming 
elements 


B. To increase the security of web applications 
C. To manage and organize large databases 
D. To create complex programming languages 


Answer: A. To enhance the functionality of a 
website or desktop by adding small 
programming elements 


Explanation: Widgets are used to enhance the 
look and functionality of a website or desktop by 
adding small, interactive elements. 


Q429. Which of the following is an example of 
a web widget? 


A. Desktop Weather 

B. Calendar application on the desktop 
C. YouTube video embedded on a website 
D. CPU usage monitor 


Answer: C. YouTube video embedded on a 
website 


Explanation: A web widget is typically 
embedded within a website, such as a YouTube 
video displayed on a site other than YouTube. 


Q430. What distinguishes a desktop widget 
from a web widget? 


A. Desktop widgets can be integrated on a 
computer desktop, while web widgets are part 
of a website 


B. Web widgets can access the Internet, while 
desktop widgets cannot 


C. Desktop widgets are only for mobile devices, 
while web widgets are for computers 


D. Web widgets provide real-time information 
updates, while desktop widgets do not 


Answer: A. Desktop widgets can be integrated 
on a computer desktop, while web widgets are 
part of a website 


Explanation: Desktop widgets are applications 
that can be integrated on a computer's desktop, 
whereas web widgets are part of a website and are 
not typically integrated into desktop 
environments. 


Q431. Who is credited with developing the 
World Wide Web (WWW)? 


A. Robert Cailliau 

B. Tim Berners-Lee and Robert Cailliau 
C. Tim Berners-Lee 

D. Sir Isaac Newton 


Answer: B. Tim Berners-Lee and Robert 
Cailliau 


Explanation: The development of the World 
Wide Web is credited to Tim Berners-Lee and 
Robert Cailliau, who worked together at CERN. 


Q432. What is the function of the HyperText 
MarkUp Language (HTML) in the context of 
the World Wide Web? 


A. To access and retrieve web documents 
B. To create and format web documents 
C. To store hypertext documents 

D. To manage server connections 


Answer: B. To create and format web 
documents 


Explanation: HTML is used to create and format 
documents that are accessible via the World Wide 
Web. 
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Q433. What does the Uniform Resource 
Locator (URL) do? 


A. It creates web pages 
B. It formats web documents 


C. It provides a pointer system to fetch 
documents from web servers 


D. It manages web server connections 


Answer: C. It provides a pointer system to 
fetch documents from web servers 


Explanation: URLs act as pointers that help in 
fetching and accessing documents scattered across 
different web servers. 


Q434. What was the primary function of the 
first web browser released in 1991? 


A. To manage server databases 
B. To create multimedia documents 


C. To work on hypertext with a Graphical User 
Interface (GUI) 


D. To develop programming languages 


Answer: C. To work on hypertext with a 
Graphical User Interface (GUI) 


Explanation: The first web browser was designed 
to work with hypertext and featured a Graphical 
User Interface (GUI). 


Q435. What does the term WYSIWYG stand 
for in the context of web browsers? 


A. What You See Is What You Get 
B. Web Your Site Is What You Get 


C. Write Your Site Instantly With Easy 
Graphics 


D. Web Yielding System with Interface 
Graphics 


Answer: A. What You See Is What You Get 


Explanation: WYSIWYG stands for "What You 
See Is What You Get," referring to the ability of 


web browsers to display content exactly as it will 
appear to users. 


Q436. Who implemented the HTTP protocol in 
1991? 


A. Robert Cailliau 

B. Tim Berners-Lee 

C. Charles Goldfarb 

D. Ed Mosher 

Answer: B. Tim Berners-Lee 


Explanation: Tim Berners-Lee implemented the 
HTTP protocol in 1991 at CERN. 


Q437. What is the primary role of the 
Hypertext Transfer Protocol (HTTP)? 


A. To manage email communications 


B. To provide a generic, stateless, object- 
oriented protocol for the World Wide Web 


C. To format documents for print 
D. To encrypt data during transmission 


Answer: B. To provide a generic, stateless, 
object-oriented protocol for the World Wide 
Web 


Explanation: HTTP is a protocol used for 
transferring hypermedia documents across the 
World Wide Web. 


Q438. What does HTTP's feature of "typing 
and negotiation of data representation" allow 
for? 


A. It allows independent system building 
without depending on data formats 


B. It encrypts data for security 
C. It manages user authentication 
D. It compresses data for faster transfer 


Answer: A. It allows independent system 
building without depending on data formats 
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Explanation: This feature enables systems to be 
built independently of the specific data formats 
being transferred. 


Q439. What is the purpose of markup 
languages? 


A. To manage server connections 


B. To control the structure, formatting, and 
relationships within a document 


C. To encrypt data for security 
D. To manage user authentication 


Answer: B. To control the structure, 
formatting, and relationships within a 
document 


Explanation: Markup languages use tags to 
define how text and other elements should be 
displayed and structured within a document. 


Q440. Which markup language is an offshoot 
of SGML and is used to develop web pages? 


A. XML 

B. GML 

C. HTML 

D. CSS 

Answer: C. HTML 


Explanation: HTML  (HyperText Markup 
Language) is an offshoot of SGML and is used for 
creating and formatting web pages. 


Q441. Who were the key individuals involved 
in the creation of the first markup language, 
GML? 


A. Tim Berners-Lee, Robert Cailliau, Charles 
Goldfarb 


B. Charles Goldfarb, Ed Mosher, Ray Lorie 
C. Ed Mosher, Ray Lorie, Tim Berners-Lee 


D. Charles Goldfarb, Robert Cailliau, Ed 
Mosher 


Answer: B. Charles Goldfarb, Ed Mosher, Ray 
Lorie 


Explanation: Charles Goldfarb, Ed Mosher, and 
Ray Lorie developed the first markup language, 
GML. 


Q442. What does SGML stand for? 


A. Standardized Generalized Markup 
Language 


B. Standard Generalized Markup Language 
C. Structured Generalized Markup Language 
D. System Generalized Markup Language 


Answer: B. Standard Generalized Markup 
Language 


Explanation: SGML stands for Standard 
Generalized Markup Language, which was an 
earlier system for text processing. 


Q443. What is the primary goal of Extensible 
Markup Language (XML)? 


A. To serve as a replacement for HTML 


B. To enable generic SGML to be processed on 
the Web in the same way as HTML 


C. To enhance the security of web transactions 
D. To provide a standard for multimedia content 


Answer: B. To enable generic SGML to be 
processed on the Web in the same way as HTML 


Explanation: XML is designed to make SGML 
data accessible on the Web in a similar manner to 
HTML, focusing on ease of implementation and 
interoperability. 


Q444. Who coined the term Web 2.0? 
A. Tim Berners-Lee 

B. Robert Cailliau 

C. Dale Dougherty 
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D. Charles Goldfarb 
Answer: C. Dale Dougherty 


Explanation: Dale Dougherty of O'Reilly coined 
the term Web 2.0 in 2003. 


Q445. What does Web 2.0 enable users to do? 
A. Access only static web pages 


B. Create websites, self-publish, and share 
multimedia content without specialized 
technical knowledge 


C. Encrypt web data for security 
D. Manage email communications effectively 


Answer: B. Create websites, self-publish, and 
share multimedia content without specialized 
technical knowledge 


Explanation: Web 2.0 allows users to engage in 
creating, publishing, and sharing content with ease. 


Q446. What is the main characteristic of search 
directories? 


A. They are used for email management 


B. They are classified collections of documents 
good for searching with context 


C. They encrypt data for security purposes 


D. They are used for managing web server 
configurations 


Answer: B. They are classified collections of 
documents good for searching with context 


Explanation: Search directories classify and 
organize documents, making them useful for 
browsing and context-based searches. 


Q447. What type of directory is INFOMINE? 
A. Commercial Directory 
B. Academic and Professional Directory 


C. Subject Directory 


D. General Purpose Directory 


Answer: B. Academic and _ Professional 
Directory 


Explanation: INFOMINE is an_ academic 
directory created to support researchers' needs. 


Q448. Which of the following is an example of a 
commercial directory? 


A. INFOMINE 

B. Librarians’ Internet Index 
C. Yahoo! Directory 

D. Google Directory 

Answer: C. Yahoo! Directory 


Explanation: Yahoo! Directory is an example of a 
commercial directory catering to the general 
public. 


Q449. What distinguishes academic directories 
from commercial directories? 


A. Academic directories are managed by 
librarians, while commercial directories are 
managed by search engines 


B. Academic directories are maintained by 
subject experts for researchers, while 
commercial directories cater to the general 
public 


C. Academic directories focus on multimedia 
content, while commercial directories focus on 
text-based content 


D. Academic directories are free, while 
commercial directories require a subscription 


Answer: B. Academic’ directories are 
maintained by subject experts for researchers, 
while commercial directories cater to the 
general public 


Explanation: Academic directories are created by 
experts for researchers, while commercial 
directories serve a broader audience. 
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Q450. What is a meta-search engine? 


A. A search engine that searches a single 
database 


B. A search engine that performs simultaneous 
searches on multiple search engines and 
aggregates the results 


C. A search engine that specializes in searching 
images only 


D. A search engine that only searches academic 
databases 


Answer: B. A search engine that performs 
simultaneous searches on multiple search 
engines and aggregates the results 


Explanation: Meta-search engines like Dogpile 
search multiple search engines at once and compile 
results into a single list. 


Q451. Which of the following is an example of a 
meta-search engine? 


A. Google 

B. Yahoo 

C. Dogpile 

D. Bing 

Answer: C. Dogpile 


Explanation: Dogpile is a meta-search engine that 
aggregates results from multiple search engines. 


Q452. What is a keyword search? 


A. A search that uses logical operators to 
combine search terms 


B. A search that retrieves documents containing 
specific words, which may appear anywhere in 
the document 


C. A search that checks the proximity of words 
within a document 


D. A search that filters results based on 
metadata fields only 


Answer: B. A search that retrieves documents 
containing specific words, which may appear 
anywhere in the document 


Explanation: | Keyword _ search __ retrieves 
documents where the keywords occur anywhere in 
the text or metadata. 


Q453. What does the Boolean operator "AND" 
do in a search query? 


A. Retrieves documents containing any of the 
keywords 


B. Retrieves documents containing both 
keywords 


C. Retrieves documents containing none of the 
keywords 


D. Retrieves documents containing either one of 
the keywords but not both 


Answer: B. Retrieves documents containing 
both keywords 


Explanation: The "AND" operator ensures that 
only documents containing all specified keywords 
are retrieved. 


Q454. How does the Boolean operator "OR" 
affect search results? 


A. It narrows down the search to documents 
containing all keywords 


B. It excludes documents containing one of the 
keywords 


C. It retrieves documents containing any of the 
keywords 


D. It retrieves documents that contain none of 
the keywords 


Answer: C. It retrieves documents containing 
any of the keywords 


Explanation: The "OR" operator broadens the 
search to include documents with any of the 
specified keywords. 
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Q455. What is the purpose of the Boolean 
operator "AND NOT"? 


A. To include documents that contain both 
keywords 


B. To exclude documents that contain a specific 
keyword 


C. To retrieve documents that contain either of 
the keywords 


D. To increase the number of documents 
retrieved 


Answer: B. To exclude documents that contain a 
specific keyword 


Explanation: The "AND NOT" operator helps 
refine search results by excluding documents that 
contain the specified term. 


Q456. What does proximity search involve? 


A. Searching for keywords within a specific 
metadata field 


B. Checking the nearness of two words within a 
document 


C. Performing a search based on the frequency 
of keywords 


D. Searching for exact matches of search terms 


Answer: B. Checking the nearness of two words 
within a document 


Explanation: Proximity search assesses how close 
two words are to each other in a document. 


Q457. What are the two types of proximity in 
proximity search? 


A. Exact Proximity and Partial Proximity 

B. Near Proximity and Exact Proximity 

C. Boolean Proximity and Semantic Proximity 
D. Contextual Proximity and Relative Proximity 


Answer: B. Near Proximity and Exact 
Proximity 


Explanation: Proximity search can involve near 
proximity, where words are close but not 
necessarily adjacent, and exact proximity, where 
words are exactly within a specified distance. 


Q458. What does "Near Proximity" search 
return? 


A. Results where the search terms are exactly 
the number of words specified apart 


B. Results where the search terms are separated 
by no more than the specified number of words 


C. Results where the search terms are separated 
by at least the specified number of words 


D. Results where the search terms are exactly 
adjacent 


Answer: B. Results where the search terms are 
separated by no more than the specified number 
of words 


Explanation: Near proximity search includes 
results where the terms are separated by up to the 
specified number of words. 


Q459. What does "Exact Proximity" search 
require? 


A. Results with terms separated by any number 
of words up to the specified number 


B. Results with terms separated by exactly the 
number of words specified 


C. Results with terms separated by fewer than 
the specified number of words 


D. Results with terms adjacent to each other 


Answer: B. Results with terms separated by 
exactly the number of words specified 


Explanation: Exact proximity search retrieves 
results where the terms are separated by exactly the 
specified number of words. 


Q460. What is left truncation? 


A. Searching for words that start with a given 


root string 
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B. Searching for words that end with a given 
root string 


C. Concatenating words from the right side of 
the root string 


D. Concatenating words from the left side of the 
root string 


Answer: D. Concatenating words from the left 
side of the root string 


Explanation: Left truncation retrieves words that 
end with the given root string. 


Q461. What does right truncation involve? 


A. Searching for words that start with a given 
root string 


B. Searching for words that end with a given 
root string 


C. Concatenating words from the left side of the 
root string 


D. Concatenating words from the right side of 
the root string 


Answer: A. Searching for words that start with 
a given root string 


Explanation: Right truncation retrieves words that 
start with the given root string. 


Q462. What is the feature of a case-sensitive 
search? 


A. It searches irrespective of the case of the 
search terms 


B. It searches only for uppercase search terms 


C. It searches based on the exact case of the 
search terms 


D. It ignores case differences between search 
terms 


Answer: C. It searches based on the exact case 
of the search terms 


Explanation: Case-sensitive search distinguishes 
between different cases (e.g., "DUKE" vs. "duke"). 


Q463. How does limiting search work? 


A. By narrowing down the search results based 
on specific conditions 


B. By expanding the search results to include 
more documents 


C. By searching only within specific metadata 
fields 


D. By ignoring the search criteria and returning 
all documents 


Answer: A. By narrowing down the search 
results based on specific conditions 


Explanation: Limiting search refines results based 
on criteria like date, domain, or media type. 


Q464. What is Field Search? 


A. Searching within a specific context or field of 
a database 


B. Searching for specific file types only 


C. Searching across multiple search engines 
simultaneously 


D. Searching with exact number of words 
between search terms 


Answer: A. Searching within a specific context 
or field of a database 


Explanation: Field search involves searching 
within particular fields such as title or author. 


Q465. What does File Type Search restrict? 


A. The search to specific file types like PDF or 
MS-Word 


B. The search to a specific number of search 
results 


C. The search to documents within a particular 
date range 


D. The search to a specific proximity between 
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Answer: A. The search to specific file types like 
PDF or MS-Word 


Explanation: File type search limits results to 
documents of specific types. 


Q466. What is the purpose of stop words in 
search tools? 


A. To include frequently occurring words in 
search results 


B. To exclude frequently occurring words from 
being indexed 


C. To highlight keywords in search results 
D. To increase the number of search results 


Answer: B. To exclude frequently occurring 
words from being indexed 


Explanation: Stop words are excluded from 
indexing to reduce storage and search time. 


Q467. How do search tools typically rank search 
results? 


A. In alphabetical order 
B. Based on the date of publication 


C. By relevancy, often using algorithms like 
PageRank 


D. By the size of the documents 


Answer: C. By relevancy, often using algorithms 
like PageRank 


Explanation: Search results are ranked by 
relevancy to provide the most useful documents at 
the top. 


Q468. What is the purpose of family filters in 
search engines? 


A. To enhance the search speed 


B. To remove or reduce objectionable content 
from search results 


C. To increase the number of search results 


D. To improve search algorithm accuracy 


Answer: B. To remove or reduce objectionable 
content from search results 


Explanation: Family filters, such as Safe Search, 
are used to block or filter out objectionable content 
from search results. 


Q469. Which of the following is an example of a 
tool that can be used to block obscene content on 
computers? 


A. Google Safe Search 
B. Altavista 

C. Naomi 

D. Yahoo Safe Search 
Answer: C. Naomi 


Explanation: Naomi is a freeware tool designed to 
block obscene content on computers. 


Q470. What does fuzzy search aim to achieve in 
information retrieval systems? 


A. Exact matches only 


B. Results based on approximations and error 
corrections 


C. Results with exact spellings 
D. Results sorted by relevance 


Answer: B. Results based on approximations 
and error corrections 


Explanation: Fuzzy search uses error correction 
algorithms to handle approximations, such as 
misspelled keywords. 


Q471. Which algorithm used in fuzzy search is 
known for handling approximate — string 
matching? 


A. PageRank 
B. Levenshtein distance 


C. Boolean operators 
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D. Stop word algorithm 
Answer: B. Levenshtein distance 


Explanation: The Levenshtein distance algorithm 
measures the number of edits needed to change one 
string into another, helping in approximate string 
matching. 


Q472. What are the main components of a 
search engine's architecture? 


A. Web Crawler, Metadata Storage, Search 
Agent 


B. Web Crawler, Query Processor, User 
Interface 


C. Metadata Storage, Search Agent, Indexing 
System 


D. User Interface, Query Processor, Data 
Retriever 


Answer: A. Web Crawler, Metadata Storage, 
Search Agent 


Explanation: A search engine typically includes a 
web crawler, metadata storage, and a search agent 
to locate and index information. 


Q473. What is the role of a web crawler in a 
search engine? 


A. To display search results to users 


B. To index content from webpages across the 
internet 


C. To provide metadata for search queries 
D. To filter out objectionable content 


Answer: B. To index content from webpages 
across the internet 


Explanation: A web crawler (or spider) visits 
webpages, indexes their content, and stores this 
information in the search engine’s database. 


Q474. What is the name of Google’s web 
crawler? 


A. Slurp 

B. MSNbot 

C. Googlebot 

D. Naomi 

Answer: C. Googlebot 


Explanation: Google's web crawler is known as 
Googlebot. 


Q475. Which search engine uses the web crawler 
named 'Slurp'? 


A. Google 

B. Yahoo 

C. MSN 

D. Altavista 
Answer: B. Yahoo 


Explanation: Yahoo uses a web crawler named 
Slurp. 


Q476. What does the term "Search Agent" refer 
to in the architecture of search tools? 


A. A tool that filters out objectionable content 


B. A component that processes search queries 
and retrieves relevant results 


C. A system that stores metadata about indexed 
webpages 


D. A program that visits webpages and indexes 
their content 


Answer: B. A component that processes search 
queries and retrieves relevant results 


Explanation: The search agent handles query 
processing and retrieves relevant results based on 
the indexed data. 


Q477. What is metadata in the context of search 
engines? 


A. Data about search engine algorithms 
B. Data about the search terms used by users 
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C. Data about data, such as title, author, and file 


type 


D. Data about user interactions with the search 
engine 


Answer: C. Data about data, such as title, 
author, and file type 


Explanation: Metadata refers to data about the 
data, such as title, author, filename, and file type, 
which is extracted and indexed by search engines. 


Q478. Where is metadata typically stored in a 
search engine? 


A. In the web crawler 

B. In the user interface 

C. In the search agent 

D. In the search engine's database as an index 


Answer: D. In the search engine's database as 
an index 


Explanation: Metadata is stored in the search 
engine’s database in the form of an index to help 
with efficient searching and retrieval. 


Q479. What is one of the main functions of the 
search interface in a search engine? 


A. To display search results 

B. To capture user input/query 

C. To perform ranking of search results 
D. To store metadata 

Answer: B. To capture user input/query 


Explanation: The search interface captures the 
user’s search terms and passes them to the search 
agent for processing. 


Q480. What feature should a search interface 
provide to improve the user experience? 


A. Advanced algorithms for ranking 


B. Facilities for search refinement and advanced 
search statements 


C. Storage of metadata 
D. Detailed link analysis 


Answer: B. Facilities for search refinement and 
advanced search statements 


Explanation: A search interface should allow users 
to refine their searches and perform advanced 
searches using various criteria. 


Q481. What is the purpose of the result interface 
in a search engine? 


A. To store metadata 
B. To capture user search queries 


C. To display and rank search results in a user- 
friendly format 


D. To perform link analysis 


Answer: C. To display and rank search results 
in a user-friendly format 


Explanation: The result interface is responsible 
for displaying search results to the user in a format 
that is easy to understand and navigate. 


Q482. Which algorithm does Google use for 
ranking search results? 


A. Soundex 

B. Levenshtein distance 
C. PageRank 

D. Metaphone 

Answer: C. PageRank 


Explanation: Google uses the PageRank 
algorithm, which involves link analysis to 
determine the ranking of search results. 


Q483. How do some search engines rank search 
results aside from using algorithms like 
PageRank? 
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A. By the amount of metadata stored 


B. By the frequency of occurrence of search 
terms 


C. By the user interface design 
D. By the web crawler efficiency 


Answer: B. By the frequency of occurrence of 
search terms 


Explanation: Some search engines rank results 
based on the frequency of occurrence of search 
terms within the indexed content. 


Q484. What is the role of the search agent in a 
search engine? 


A. To index metadata 
B. To capture user queries 


C. To process search queries and retrieve 
relevant results 


D. To perform web crawling 


Answer: C. To process search queries and 
retrieve relevant results 


Explanation: The search agent processes the 
search queries from the user and retrieves the most 
relevant results based on the indexed data. 


Q485. What is the primary function of a web 
directory? 


A. To index web pages using robots 


B. To provide a hierarchical list of internet 
resources arranged by topics 


C. To facilitate email communication within 
groups 
D. To host discussion boards for various topics 


Answer: B. To provide a hierarchical list of 
internet resources arranged by topics 


Explanation: Web directories offer a topical list of 
internet resources organized in a_ hierarchical 
manner, unlike search engines which use robots for 
indexing. 


Q486. Which of the following is a popular web 
directory known for public involvement? 


A. Yahoo Directory 

B. Google Web Directory 

C. BUBL Information Service 

D. DMOZ Open Directory Project 

Answer: D. DMOZ Open Directory Project 


Explanation: DMOZ (Open Directory Project) is 
known for public involvement in creating and 
maintaining the directory. 


Q487. How do _ bulletin boards facilitate 
discussion? 


A. By sending emails to a group of individuals 


B. By providing a facility for discussion under 
various topics 


C. By indexing web pages 
D. By hosting web directories 


Answer: B. By providing a facility for discussion 
under various topics 


Explanation: Bulletin boards allow individuals to 
post comments or questions on various topics, 
which are permanently visible to other users. 


Q488. What is the main purpose of mailing lists 
or discussion lists? 


A. To index web pages 


B. To facilitate sending emails to a large group 
of individuals 


C. To provide a hierarchical list of internet 
resources 


D. To host discussion boards 


Answer: B. To facilitate sending emails to a 
large group of individuals 
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Explanation: Mailing lists and discussion lists 
allow for sending emails to a group of individuals 
efficiently, similar to using CC functionality. 


Q489. What does subscribing to a mailing list 
mean? 


A. Joining a discussion board 


B. Adding your email address to receive 
messages from the list 


C. Creating a new web directory 
D. Indexing library catalogs 


Answer: B. Adding your email address to 
receive messages from the list 


Explanation: Subscribing to a mailing list 
involves adding one's email address to receive 
emails sent to the list. 


Q490. Which protocol is commonly used for 
sharing library catalogs among libraries? 


A. HTTP 

B. FTP 

C. Z39.50 

D. SMTP 

Answer: C. Z39.50 


Explanation: The Z39.50 protocol is used for 
sharing and searching library catalogs across 
different libraries. 


Q491. What is the major goal of resource 
sharing among libraries? 


A. To host web directories 
B. To provide email services 


C. To augment local holdings by providing 
access to other libraries’ collections 


D. To facilitate discussion boards 


Answer: C. To augment local holdings by 
providing access to other libraries' collections 


Explanation: The major goal of resource sharing 
is to enhance local library collections by providing 
access to collections from other libraries. 


Q492. What is one of the main advantages of 
using online storage services? 


A. Access files from any computer and anywhere 
B. Ability to view and listen to media files 


C. Easy sharing of files among friends and 
family 


D. All of the above 
Answer: D. All of the above 


Explanation: Online storage services offer several 
advantages, including access from any location, 
media viewing capabilities, and easy file sharing. 


Q493. Which of the following online storage 
services is free until 5GB? 


A. Dropbox 

B. OpenDrive 

C. Box.net 

D. Mozy 

Answer: C. Box.net 


Explanation: Box.net offers free storage up to 
5GB, as listed in the provided table. 


Q494. How does Dropbox integrate with a user's 
operating system? 


A. By providing a web-based interface only 


B. By dedicating a folder on the user's computer 
for automatic synchronization 


C. By offering a trial period for free storage 


D. By allowing manual uploading of files 
through email 
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Answer: B. By dedicating a folder on the user's 
computer for automatic synchronization 


Explanation: Dropbox integrates with the 
operating system by creating a dedicated folder for 
seamless file synchronization between the user's 
computer and the online server. 


Q495. Which service provides a 30-day trial 
period for storage? 


A. SugarSync 

B. OpenDrive 

C. Box.net 

D. Mozy 

Answer: A. SugarSync 


Explanation: SugarSync offers a 30-day trial 
period, as indicated in the table. 


Q496. What is a common feature of online 
storage services regarding file access? 


A. Files can only be accessed from the computer 
where they were originally uploaded 


B. Files can be accessed remotely via desktop 
client or website 


C. Files must be manually emailed for access 
D. Files are not encrypted for security 


Answer: B. Files can be accessed remotely via 
desktop client or website 


Explanation: Online storage services allow 
remote access to files through desktop clients or 
websites, facilitating easy retrieval from various 
locations. 


Q497. Which service offers free storage up to 
2GB? 


A. SugarSync 
B. Mozy 
C. Dropbox 


D. OpenDrive 
Answer: B. Mozy 


Explanation: Mozy provides free storage up to 
2GB, as mentioned in the table. 


Q498. Which services allow users to use existing 
email accounts for storage? 


A. Dropbox and SugarSyne 

B. Google Drive and Microsoft SkyDrive 
C. OpenDrive and Box.net 

D. Mozy and SugarSync 


Answer: B. Google Drive and Microsoft 
SkyDrive 


Explanation: Google Drive and Microsoft 
SkyDrive (now OneDrive) allow users to use their 
existing email accounts for accessing storage 
services. 


Q499. What feature is common among most 
online storage services? 


A. They require manual synchronization of files 
B. They offer mobile device access 

C. They do not support media file viewing 

D. They charge for all types of storage 

Answer: B. They offer mobile device access 


Explanation: Most online storage services provide 
access via mobile devices, allowing users to 
manage their files on smartphones and tablets. 


Q500. Which of the following conferencing tools 
is known for its similarity to NetMeeting? 


A. Google+ Hangouts 
B. Yahoo Messenger 
C. Pidgin 

D. Skype 


Answer: D. Skype 
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Explanation: Skype is noted for having similar 
features to NetMeeting but is more popular. 


Q501. What feature is common among Googlet+ 
Hangouts and Yahoo Messenger? 


A. Only text chatting 

B. Only video chatting 

C. Audio, video, and text chatting 

D. File sharing 

Answer: C. Audio, video, and text chatting 


Explanation: Both Google+ Hangouts and Yahoo 
Messenger support audio, video, and text chatting. 


Q502. Which service provides an interactive 
search feature that displays related search terms 
as users type their query? 


A. Google Alert 

B. Yahoo Messenger 

C. Google Search 

D. Skype 

Answer: C. Google Search 


Explanation: Google Search displays related 
search terms to help users refine their search query 
as they type. 


Q503. What is one of the features of interactive 
search agents mentioned in the text? 


A. Providing random search results 
B. Offering travel booking options 
C. Restricting search results to a single option 


D. Eliminating the need for domain-specific 
searches 


Answer: B. Offering travel booking options 


Explanation: Interactive search agents, like those 
used in travel booking, provide multiple options for 
users to refine their searches and book travel. 


Q504. Which tool is described as having features 
similar to Windows Messenger? 


A. Skype 

B. Google+ Hangouts 
C. Pidgin 

D. Yahoo Messenger 
Answer: C. Pidgin 


Explanation: Pidgin is described as having similar 
features to Windows Messenger. 


Q505. What is Google Alert used for? 

A. Previewing search results 

B. Personalised searching alerts via email 
C. Booking travel options 

D. Interactive video conferencing 


Answer: B. Personalised searching alerts via 
email 


Explanation: Google Alert provides personalized 
searching alerts via email for any new additions 
related to the user's search terms. 


Q506. What type of search does the interactive 
search agent service typically involve? 


A. General web search 

B. Domain-specific search 

C. Random search 

D. Manual search 

Answer: B. Domain-specific search 


Explanation: Interactive search agents are often 
domain-specific, such as those used for travel 
booking, providing multiple options based on the 
user's search. 
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Q507. Which conferencing tool is associated 
with the URL http://www.pidgin.im/? 


A. Skype 

B. Google+ Hangouts 
C. Yahoo Messenger 
D. Pidgin 

Answer: D. Pidgin 


Explanation: The URL http://www.pidgin.im/ is 
associated with Pidgin. 


Q508. What is a feature of search engines that 
allows users to save time when browsing search 
results? 


A. Domain-specific search agents 

B. Search result page previews 

C. Personalised searching alerts 

D. Online chat features 

Answer: B. Search result page previews 


Explanation: Search engines provide the ability to 
preview pages within the search result page, 
helping users gauge relevance and save time. 
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